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Td WEdeh WHW (support material) IS MR BESPR (Electronics and
Hardware) NSQF % SdiHdH UGHHANER el -12 & e Gar &= 7= 2, "
ferenfeit <t e o1 vreat 1 3tef THEE H HSAEA 1 WHAT HIAT TS € | ZHifera fenfat
1 Yk THENS e B W g Bl o Were 9wt @ i fRer T # 1 were
T H U ol wsel bl e qen Sish gt wrnsi o weqa foRar e €| e |
I TS S T WA T TAarenedl T T € qifen farnfafEi i ue iR wme o srgfaen
T FWEAT 7 R TS| U6 % 3id H 319 U9 (Exercises) €U 7w € difer fammedt o=
Ooich T R ek | 399 Sgfashed™ W (Multiple Choice Questions), W= e
(Short Answer Questions) FHd &1 e Tl § gaie =i o1 GHEw foman =
2 8 e Teq o famnfa &t e o et €
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. *\ ¢ (a &
hI Y Hedeh ohl ATAYAHATT E@E

Ui
TR Hedsh U UEl WUe ¢ FTEH T2 gU Ul Teh- SR o WY HdlE d © difch
T SR SR <l FET 3 ST Tk | 78 3nyfies Sefe iR ¥R o Hecyef €, <
SUARTRATST <l faf=T sifersr Tl T ST STy SIR Qaeli ek Tge § WerH S & |
Seaeh o Ueh:
*  lheT TRAT Aeds (LAN): T SIS Al &5, S9 =R, Hrafierd o1 IR | thell
B B

*  gTeS URAT Aeds (WAN): 92 AT &5 ol Tal idl 2, 3T %E LANs i
Stredl §; e 994 991 WAN 2|

*  Aemifdes uiRar Aeas (MAN): LAN ¥ 921 dfhd WAN © B, 3Hd T T
IEL T 9 GRER hl Hal w2

* O TRAT Aeaeh (PAN): T BI H2adh, MHAR R $8 HeX & 9w o, <

AT SYHN (19, LA ) hl S|

Figure 1.1: Interconnection forming a social network
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T TAENUMT:
1. ORI

Ush IR eadh TSR (S H, 3R, ) iR Withed™R (Wbl 3k
STTENT) 1 TUE BT €, S SYHT o sie HaTE bl Gaemsieh s & oL T
1Y HH F B

2. 3%3?[:
GETE | HTAT hE STANTRAISI I e, WEa 3N T2 hriae S Faremi
<l T HI ol STA ol €

| P Networking
1 Device
Leme—————

1.2 AR ol faswmrT

Heafeh 1 ferepre T & @t faf=T =Rol o g 2 1 9RY H, T iR e S
URUN TR qehHiehi bl SUART fFT 11 1960 & T¥F H§ ARPANET & HIe7H 9
g R Heah LU g3, S g TCP/IP Werhiet 7 fafir= Seashi #1 Se
o Heg | 1980 % TH W SIS hl 327 g3, 3N 1990 o <0 H o SIS + 3
T ST o g G &1 &2 | 3eh o, aré-whE 3R HisTgel Hedfht S areRed
Teh-lehi ST faIshId 31 2000 o <M B FASE AT 3R $exe At & (ToT)
F Seafeh W 3R oft fershfira fopa | adte ), B Sfgmm 3R WEeR GREM e
“eafdh o AfeeT i AR < @R
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The idea of Advanced
Research Project Agency

TCP/IP introduced as
NWetwork (ARPANET) is

First version of Wi-fi
standard protocoel on

(802.11) standard was
conceptualized ARPANNET I atic ¥ ST introduced
FRov Tomlinson develops Foundation brings
network messaging or connectivity to more
E-mail. Symbol @ people with its NSFINET
comes to mean "at"” program .
1961 1997
1982 I
1971 1986
= L ap = ® >—o &
1969 1983
. I 1990
ARPANET became 1974 DDJIIEI:I.I] Name System
functional by introduced
¥
connecting UCL A and
SRI
The term Intermnet was The Berners-Lee at
coined CERIN developed HTML
= and URL, thus giving
First commercial use of birth to World Wide Web
ARPANET, was started O )

in the name of Telenet

1.3 Hedh o UhIT

Feaeh & faf= YR Bid &, S STl ST, SrierHdr 31X YA o SER W i
fopu T Hend € | W@ Aeash wehR FrAfeiad €

1. I &3 Aedsh (LAN)

RWTET: LAN Ush Qi siiferss &, S8 seiferd o1 el o iaR €fid el
2l

forgtoamd: a9 o1 giEwR T SR FH AR | STHAR TR $ARAE AN G- b
JUHT A 2 |

Figure 1.5: A Local Area Network
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2. dTgS 97 Ae¢dsh (WAN)
URYTET: WAN o2 Hiferss &5, <19 <91 o1 HeEl & ai= ifid i 2|

fergtoramd: Setie SHeh Tl 921 ICEN ¢ | U8 S 221 THW T S hidl
2, ifh WINId 3 & Hehdl B |

Figure 1.7: A Wide Area Network
3. WHeMmifaeT T Aedas (MAN)
URYTET: MAN U 36T I 9 &5 & Hia¥ "edsh Tfid & 2|

fagioard: LAN 3R WAN & i< &1 &5, I8 AR W e el Yt g
ITRT R S 2

Figure 1.6: A Metropolitan Area Network
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4. UHASA URAT AEdeh (PAN)

URYTST: PAN B &3 H, S Teh e o SYHUN o s T Sial 2 |

fagieamd: Bluetooth 3R USB S T SN & | I8 KNI YN
I Sie- & foTT J=mT Bt 7

5. SYSIA UIgae "eash (VPN)
TR vPN Tk T Aedsh § S Hidsieh e W Tel Pl TR §9 9
T el B |
fergrorand: =iz TR 1 ST AT B IR MR W RE Hrdehdish o g
SYART BT B |
1.4 “ieach feasd

Seadh fearsd (Network Devices ) UH ST BId & Sl X Aead H 221 & AR

R Y § Teg A €1 Tel TS THE "eddh A % aR § SHER & T #:

1. 32T (Router):

” g i1 2o 1 Sie 1 0 T € | A3 S Uhed ol T -edeh
U TR Teadh o IS 7 |
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&= (Switch):

IE Ueh Allehed URAT Jedeh (LAN) H &g fEarsd &l Siied o e Su=im fman s 2|
feae ST &l U oy ¥ TR fearsy o 9w 2|

T (Hub):

IE Teh HIURTT H2adh fSarsd € 5 &g fEarsd o Stedr €, wifeh e g1 ol el uied
WR ST B, RTEQ s e Sear g1

100
10

_———————————————————————

TR uige (Access Point):

T IO TEaRy § S aE-WE Heash Sl TfUd 3R Yetd e 8, el diesd
fearsd @ik e fomr arR & “eds 9 92 ®d B
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eH (Modem ):

g fearzy fefiea fraa &1 vt e | aiafda e @ 3k 29 fooda, e
ST Sheloe TSIl 2 |

Digital siigital Signal

WAt (Firewall):
TE 2o I TR & I WA R S B | BERdd Hedd B -5 a1 Sftheh
! A ar @ IR Guiferd Tadi o GReT YeH i 7 |

1.5 AeaferTT Srarerstt

Segeh 2t (Networking Topologies ) S&aeh o GL=HTcHS: [SSE i Tl ¢,
ST oIe S S § 3 ook o feaey th-gm ¥ Y S €| 96l $9 e deds
s & YRR e T €:

1. ¥R 2UiArsT (Star Topology):

* T TR T ol fead e 5 w9 o o 9 T2 e # 1 g w
fearsdi o 99 39 B9 o HIeAH 9 61 il ¢ | AC Tk feasy u}d 'l
I €, @ o fearsy wwifed =d e |

2. 99 2Uerst (Bus Topology):

o0 Tt fEaTed Uehdt shaet (S9) R S Bid © | <21 Wl fEarsdt &l Ueh & shaat
% AT 9 ST ST €| A el § R GHE M €, O WUl Heddh g
& Hehell 7|

07
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‘ ‘ ‘ ‘ ‘ ®Bus
Figure 1.17: A bus topology

3. far Siuetst (Ring Topology ):

79 o ooy th-gm ¥ U f01 % 9 A S e 1 22 U 9w | wed

21 A el fearss o1 e o THe 3l €, Syul Heddh s g Fehdl
|

4. AT 29retst (Mesh Topology ):

39 YR U &2 feay o= wift feadl @ @Y e 8 81 98 o9gd g 3K
favaaa 2, ifh 38 Tt o3 H&T 3R Sifee 8l Hehel 2

5. < 2ttt (Tree Topology):

T U TIEfE Srelrst ¢ S e 7o 79 9 #E 39-89 S B © | IS WA
WR 3R 99 2aerst 1 94 gl 2|

6. EIgfeig eraraArsit (Hybrid Topology):

oy faf=T YR o Saieisll 1 R0 Bl €1 U@ A<aeh o TR dsi &
FTER fafr= Sieitst & wERe ol T e ol 21

08
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1.6 OSI Model

OSI Higd (Open Systems Interconnection Model) T €& Hied & Sl Aeas
TR o ol i 1 aRefe ar €1 38w Wl o faaifsa R mn €, S 2
THE o [T 3Maae UiHansii ol THEm H HeEe ohid ¢ | T8l OSI Aied o | &R
1 Hfere feeror fean o 2

Host A Host B blame of Loit

7 |  Applicaton @ [€----------------- -Application protocol ----------------- APDU
Interface
5 |  Presentation  €---------------- Presentation protocol ---------------- PPDU
5  f. Session  |€------------------ Session protocot------------------ SPDU
4 -=-=-=------------Transpori protocol-----------------~- SPDU
Communication subnet protocol
= N
Network layer host-router protocol N

Packet

Data link layer host-router protocol

2 "-"F{ Data Link I< """ P{ Data Link |"" --- Frame
Physical layer host-router protocol

1 e I

\ Internal subnet protocol
N

ftrfSTereT @¥IX (Physical Layer):

TE T BEA 3R {hiTerel wiemmi § Haiftrd ©, <19 o shael, o=, 3R g | 9l
Y T2 YA o fAU gaifeswe REe 99T 31K A4S 2

09
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gTeT feieh =) (Data Link Layer):

Tg TR Aeash | 22 W S 3R 2 H FA i A FRA w1 FRar 1 T
MAC TSR 31X Fell sheiel © Gaied Bidl 2 |

Aeaeh @i (Network Layer):

TE TR T2 Yohed ol T FA H HME Fl ¢ | TE [P TSR IR Aeadh ke ol
ST ol B

ZiEUIE =) (Transport Layer):

e TR S W i [qvae=igan GHEd o3dl €1 T8 o2 i oI BE (Amie) o
Fiear € 3R R q Wel e ¥ 9geH i Rer oiar 81 TCP 3R UDP 39 &R
R HH H 2

QI AW (Session Layer):

T TR UeTohy o S SR G5l o1 Y9 ohidl @ | I8 Hae ohl T ohidl, a1Y,
Tl 3 A HT R |

USIe9TE 93X (Presentation Layer):

TE TR T H WEY MUid w2, <9 foh THenite, fEanien 3k 2er & s
Tg = T € 3 <1 ol e al% | wEd R W

et

10
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1.7 WEIehieT oAl fagia
ST T Uieihiel Tk Frmt 3R Treel o1 92 ¢ s [uiia wwar 2 & <21 &t e
T HY AT 3R U R ST | Wierehicel 221 o SCH-UCH & Ufhasl ol IR
FX 7, T TR 7ot 3Tk eIt BT 2 | MR % 39 WE Tee] 39 WK B
IeiohieT o U
IR Wethier: fearsd & & €21 ol ARME-YeH % H Hee &id & (9 HTTP,
FTP) |

ZIEUIE WElehier: Tg-2-Ug TR 1 Yo d 8 3R T &l feettadt gHfaa o
& (S)¥ TCP, UDP) |

Aeaeh UIeTehlen: S Ushed &l T 3R TSR Hurerd € (S IP) |

TUfARITT UISTehier: UeTehe ™ TR T Had JeH d & (S8 SMTP $Hd o o) |

1.8 Hedeh aehtilch
1. URR-Z-URR Aeaeh: (Peer-to-Peer Network):
URR-Z-URR (P2P) Weadh Uk bR ol Headh 3Mfcheder T STei Tl U

(7= Argm =11 diord el STl 8) WHH F9 W HE A 8 IR S HE FRd € |
Y BE FEE AR TE e, 3R Wit Aew wWed €9 ¥ UH-gW W AR W
Thd €|

P2P Architecture

2.  FATEE 3 o ATk
FAES R HR Aedesh Ueh UHT Hedeh aMfehea=r & o < 7E o2 B &:
FATLE 3R HX | 38 Hige H Wk i Bl 2 3R Felee T8k THEAT 3R HAaraii
1 YA Hd 2| 3T 28 faer ¥ 99 €

11
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fergroand:
1. oIS
FAEE § IR B & (SIY HoqR, TREWH) S gk ¥ Yard a1 Hqrer qird
gl

FALE Aedsh T TRk ¥ BRI W A o AT SR St B |
2. WAL

TeR U 3o VS el gl A1 HEiA el 8 S 221, Qard, 3R guneH ye
FA T

T FAES o TR i WAl € 3R A ST a1 Yol ofterd 2 |

I

i‘ i ‘.i

T Server Bruvep
[ ] e [ ]
o : "
[ ] T =
1.9 ST |y

2 AR @ e € foF 92 o T T W TR T WSS i AT | T8 e
FeafET IR AR 6l Tk Heaqul Tee] ¢ | ST Tt fafr areadi & wesm o =t
bl ®, 59 a9 (ARYS) 3R aPRed (qRARd) |

< ZfERE AE i dF i | faafsa e s 2

12
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1. TH=ew Mg (Simplex Mode):
URTET: 39 A€ H S0 hoel Uk fG9n | WS Sl © | Teh feaed <21 9Sidl ©
3R TEA hael 3H W Al 2|

ITEUT - Y AT THRUT, STl el U2 el T2 U Hidl & 3R TG
Hael 221 USTdl & |

e

2. Wtﬁg‘(Duplex Mode):
T 39 Oie < <A feumel o U Wiy 9N S Wehdl €1 36 YUl e

H=R el ST 2|
IETEXT - S DI hiet, STal QT JaT Teh WY St IR G Tohel 2 |

P

<

x Mode):

URTHT: 39 AIS | €1 A I § WS ST Hehell §, Wifeh Ueh THT | ohele]
U foun || A, U feay o o S Wehdl © A1 U o Wehd ©, i gl

T |
IETETTT - SIY Sichi-2iehl, STel T <A aierdl & IR gERT Gl €, wifehed gt
T WY Tl A Hohdl |

_—

—

. e | Transmission in either ——
‘ direction, but not
simultaneously
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AT T ST
3. Sgfaemedra U9
1. TR WA 1 YT e ST Yohe ™ sl WSTHT 3R UG 3T 2 2
A) TRAHIT TR B) gEdE weR
C) g R D) ARt e=R
2. T 0SI WA W 21 =l ufene foram ST 22
A)  TRTHT TR B) USICYH oR
C) WIA R D) “eash WwR

W= fow U F F S9-9F WA U i 3 Ueh TRAHRYH &% ST WOR i
oS st &2

A) TR o) B) T R

C) = il o D) <EUR R

9 T T S | -1 SrOtSt T SUSHUT i Uk & hael | Siiedr 82
A) VR st B) f&r erarrsi

C) o9 gt D) HY drers

R ZErst O 2T foraes aread | OsTT ST €2

A) Wl USRI ok A @Y B)  herd Lo o1 g9 o HieAH §
C) TU& ghod | D) TUeh Tehel heel |

e SURTOT T SUET fART=T aeh o ST ST Uehed i ©¢ i o forg feparm
AT & 2

A) fa= B) WX
C) ©d D) HeH

forer Medeh SUSUT T H&T HId Uah & "eaeh U el &l fafa— feargdi o
ferafia T 22

14
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A) X B) f&=

C) =d D) R

for Hicientet T STAT 30eT W o Toru femarm sirar 22
A) FTP B) SMTP

C) SNMP D) ICMP

foFe TR T Aeas: B¢ OF §, S % o a1 itee |, SUSUl & Sied &
fora s famm ST 22

A) WAN B) LAN

C) MAN D) PAN

fore TR &t AeafeT deheiieh | 22T ol BT Uohe | farwfira feren Strar 22
A) Hfthe-fafdm B) Uhe-fafsm

C) <ER{-feafm D) ws-fafm

Y ST 09

OSI Higel H el fehet TXdl Bieit & 2

-G T €2 hl Tehe hidl 7 ?

qeash TR T G HE 7 2

FI-T TR TRAFIA Tl Aeash o Sedt 22

TS <l q&H A 1 8 2
fa= 3k g9 § =1 3ieR
FRRET T TS T 2l € 2

A 1 SUAN fohd feru feman Siran €2

TR WSe 1 el 2 2

WR s 1 T 9 o1 © 2

)
)44

@ —d

*
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fergieT WaT ol TTUAT 3R
HIRRIT 2

U=
Windows Server (faist Hev): ]

Windows Server HISShIUIGE &l Uesh el IMRfe Reed

%,ﬁww,@@ﬁﬁmm%m Dcnents
ST {1 ST €1 SHeRl IYAN S Aedeh, T X IR |:|i/ Server
FATSS SRR H Biell 2 |

Regular Windows 31 Windows Server H 3ia¥:

1. 329 (Purpose):
Regular Windows: SR ITAN & 1T (S, wueiu/e&hmelm) |

Windows Server: HeR 3 "Zaeh Yau= o fo1u |

2. IS $S*A (User Interface):
Regular Windows: SUIMTehdl-3T %, HeeHiean gfenstt o @re|

Windows Server: T Uy, TS 2%k & fou|
3. ISR HHT (User Limits):

Regular Windows: 1-2 J5/1 & fou|

Windows Server: & J5/, “edsh R %3 fEaed HawH |
4. TISa=) QUe (Hardware Support):

Regular Windows: H¥H X <hl 6|s§3|¢|< U |
Windows Server: BE-U€ Beas) ¥ue (e RAM, CPU) |

16
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5. Headh Usieq (Network Management):

. A hY d
Regular Windows: d[¥h AT |

Windows Server: Active Directory, DNS, EE Windows Server2012
DHCP SIS T3l o 99 TSaiy Aeafoh |

Windows Server 2012 &l STV ol LU-IT-LT THT

1. Boot Setup: L e S T e
DvD ¥ USB TlEd &l X § 50 H | e
faen = {reré # 3iR BIOS/UEFI | S 9¢ famsq
%l ¥ F (USB A DVD) |

2. Install Setup:

Ec &M W “Press any key to boot from CD or DvD” He¥l few@r 2, =g
off 921 Ta |

Press any key to boot from CD or DUD.

3. Language & Preferences:

Language, Time, 3R Keyboard Layout ﬂﬁ, R Next X fereteh |

. Windows Setup =i =

== Windows Server 2012

ar ! X
Tirme and currency format | English (United States) -

Enter your language and other preferences and click "Mext" to continue,
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4, Install Now:
"Install Now'"' W fereleh 3|

Mindows Setup

BER Windows Server 2012

Install

5. Select Windows version:

Windows Server 2012 % &l (Standard, Datacenter 37fg) &l I |
Next TR freier & |

Select the operating system you want to mstall

Dperating system Architecture Diate modified
Windows Sene 12

D ngetegne
This opteen is ussful wiven a GU| i reg

spplication that cannat be

wel—fer mxample, 16 previde backward eompatibility for an

i Cor allation, All server roles snd lea .
supparted. ¥ou ean switch 1e a different installation option later. See “Windews Server Ingtallation
Optiens.”

6. License Terms:

U ThHE o THR Y 3K Next W fFrs w1

License terms

MICROSOIT SOFTWARE LICENSE TERMS =
MICROSOFT WINDOWS SERVER 2012 STANDARD
These license terms are an agreement between you and

the server manufacturer that distributes the software with the server; or
tha software installer that distributes the software with the servar,

Please raad them. Thay apply to the zoftware namad above, which includas the madia an
wehich you recaived It, If any. The terms also apply to any Microsoft

updates,

supplamants,




Class XII

7. Installation Type:

IS T ST X © 8, df Custom: Install Windows only ( Advanced )
el

Which type of installation do you want?

Upgrade: Inszall and keep files, settings. and applications
The files, ettngs, tians are moved Lo Windows with this option. This o

Custom: Install Windews only (advanced)
Thae filas, ssttingy, and spplications aren't meved to Wi

indaan with thia aption. If yeu want te
ke changes 1o partitions and drives, e the computer Uiy the matallation dae. We B
secarnrrend backing ug yeur files Balore yau < ontumes

8. Partition Setup:

TRV o U B1E ggd o1 Wi 1 94 | 3FR SR @, a3 wieee &
Thd B |
Next W foeie |

Where do you want to install Windows?

| Mame Total size Free space | Type
(az= Drive 0 Unatiocated Space 60,0 G 600 G
i Retresh £ Deiete s Ecrmat

- e
e Size: | XD ;j WE [ agply | Canem |

Bimat

9. Installation Process:

Windows Server & ®igel iR idl T&icl el | T Wleha o fFel deh =ert |

Installing Windows




TG T+ 31T ETeaaT (ELECTRONICS & HARDWARE)

10. Restart:
SR SEie 8 W fed s 39 dere e

11. Configure Settings:

Ry & =R ’6\13| * dlg, 39l Administrator Password ¥€ &3 <hl
farepeq firerm | arae o W

12. Login:

qEaE W oA & 9, Ctrl+Alt+Delete TaMd 3T & 37 |

Administrator

.m

Bl Windows Server 2012

Windows Server U UIRE-E& (19T hIa:

1. WA T A o< (Change Server Name)
Server Manager @i |

Local Server 9 S|
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Computer Name faereq W foreier eh =91 911 9 1|

foen =t e w1

Start

2. IP UZH 9e &I (Set Static IP Address)
Control Panel Network and Sharing Center Change Adapter Settings |

nacen-Tervce Comil Manager System
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Ethernet W Uge-fFish & 3R Properties I |

T | # » Network and inemet » Metwork Connecions » 2
Oegance »  Disableis network device  Diagoose this conneclion  Rename this connecion » = e
i Dashboard o) b . =]
Mewprppbiesnplogard | 1
e L
ver
i A0 Servers Sty b cond
By File and Storage Ciagnzee e =
& Bidge Conrextions
Creste Shorteut
Delety ! part]
%  Resame
T —— P iy
 actry
w
Titem 1 ibem selsceed E@lls
o ﬁ .
IPv4 TdehcY Slenx 316" 1P g|é' |
F. & Nebwork Cornections =lal x flal x ||
: .P u Nebwork and nbemet ¢ Neiwerk Cannectiony v o earch Mgk Canrectie 2
s-Oae .
B Dashbowd ¥
t Al Sanvers e |:;'r||
§ Moot bhoer Network Adacter ' L
1§ File and Storage -
The orrctin use the ioloang Lees:
W 945 et For Mhcyonh htwose
¥ i and Pt Shamng lor Micrraoh hetwoses ;
o B85S Packel Cohaouer
T = o b Acagler Muliplesr Prassce Tk
¥ o Lrkdayer Topsiogy Dincavery Magess |0 Ditves L actiy
46 3
o |[one |
ilem 1 Eem selecied =5
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- X
Network Connections
T ‘ & « Networkand Intemet » Network Connections v o
i T e R S s i chion
Ethernet Properties =
Ti Dashboard
Networking |
All Servers | Internet Pratocol Version 4 (TCP/IPv4) Properties
§R File and Storage = = —— &
General | [
T | Youcan get IP settin d your s |
this capabilty. Otherwise, you need to ask your netnork adnnstrator t
for the appropriate [P setiings. i
Obtain an TP sddress sutomatcaly ‘f
08
Use the folonng [P address: .
t actiy
1P sddress: [ W |
Subnet mask: [ ¢ & | |
Default gateway: | T e
HIR) €
Obtain DNS server address automatically °
66 G
(®) Use the folonng DNS server addresses: i
Preferred OIS server: L
Altamate DI server: |
[ Vakdate settings upon exit [~
| | [
1item | L

2189 S99 AT (Set Time Zone)

Control Panel Date and Time |

FWENTS

e ks>
e B - ) - -

WNAKDGRLAGH THES  Bror Wicmsohindoes

WINSAKDGBLAAF] 48 Eror eoimg

WAN-JAKDCBLABF] BYRE  Grmé Werosof Windoe becenty

ST > -

Time Zone@EﬁSﬁ'{%’l’@Z@thﬁ?ﬂﬁl

e Server Manager P - e |

¥ Dashboard

BE Al Servers

BE Fito and Storar

Date:
Monday, kily 18, 2016

Times
Sz A

5 Change date and time..

Tirse zone
(UTC-08:00) Pmeifiz Tim (US & Canada)

Daylight Saving Tirmm anch on Surdey, Novernber & 2016 st 200 AM. The
clock i st fo gra bck 1 haur at that tima. w 1]

[w# ckify e whven the clock changes

TasKE
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4. Windows Updates T&IcT i
Settings Update & Security Check for Updates

Tl SMaTE T TRIA B
5. Jod IR HEd Fﬁ'&"-‘-ﬂ (Add Roles and Features)
Server Manager Add Roles and Features

6. XA 9T SRR e (Configure Firewall)

Windows Defender Firewall Advanced Settings
IR 3R S fther o forg foem 92 o
7. A Sw=he™ w&™ %3 (Enable Remote Desktop)

Server Manager Local Server Remote Desktop fdshed %I Enabled &%

Windows Server 2012 okl Usterd AT

2.1 Windows Server 2012 USie T 3dcileh

Windows Server 2012 T feemell TR fen € 9 eash, ufterehem
3R SRR & WeEH % o fEsTee fomen o0 21 7 e =% gl 3k gur
TS FAl © S FeRk 3R TS dAIareRvl & YeEE i A 3R 3R F9a
I B |

2.2 Windows PowerShell ST UR=I

Windows PowerShell T& hHIS-AEH
I R ferfen oo € fY frew wemeE
3 3MEHTM i Bl SMEE 3 oS a1 ﬂ Powershell
% fore faepfia foran T 21 W R v 9
Microsoft 1 Windows fa&d & wee
o foru fesega foman = )

24—
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2.2.1 HHATS-AET 9T (Command-line shell)

TS~ It Ueh SHT ¢ T I ol SRS & ©F H FHIS 28T ek SR
fgeer 9 STaeid o & Gaen <dr 8| Mhehel IoR 3ehE (GUI) & fao,
o0 ot e die e & w9 | 3AYE U W 2

2.2.2 T&R&EIT 9T (Scripting Language)
fEShRfteT AT Teh WU 9ToT Bial @ fS19e S Se=ifeld (automate ) il

1 I o U fopan SIn B 1 3 e Wi W Hie T % forg fesga @l
Bt ®, for forell ShuRfei (compilation) o1

TeTeT: fEhfe Aot Y TRy W Sewie g Fefed o STl §, IO 3R
T W R I o TRl el Bl |

ITSIHI: Tk SYAN SeU S el ] ohl TEerd i o fo1u foam S
2, ST Ha Y9, o USl i fenften, g wefi et

PSS C:hwUsershAadmin:> Get-Help Format-Table

roperty] <0Object[]l1>]1 [-AutoSize] [-HideTa
1

2.2.3 3ATEAIN Wehid (Automation platform)

PowerShell @l foareiiel Wehfd (extensible nature) = Tsh UHl ThigEH
FR foRen € RTEH PowerShell HISITH 1 UM ¥k AT fEhedt oft deheiin
%! d1d (deploy ) 3R Weiftd (manage ) T3 ST HehaT 2 s W19 319 shiH

Fd ¢

* Microsoft (HTSshIEE)
* Azure

* Windows

* Exchange

25—
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* SQL

* Third-party (Jdra get)

* AWS
* vMWare
* Google Cloud

HIHINIE Usie T (Configuration management )

PowerShell Desired State Configuration (DSC) PowerShell H Tsh YaeH &=l

B ST 3Tl 37T TIWEST THRZTR ol Tt IS o ®Y H Hi-HIRIM o T HiA

! JiFer <1 1 DSC & |, I:

qoUTcHs  FIFFRIE IR Hed fohe sAd i YARIgT a9l (repeatable

deployments ) i T ek |

HIFERIA A Bl A B AR FERYA fgwe F {ue w1

HIFTRIE T G =1 Yol TS T STAM Fkeh q1d He |

3. Active Directory Domain Services I SRTeT 3T FHI-HR Y
3.1 Active Directory Domain Services <l AR

ActiveDirectory Domain Services
(AD DS) T Microsoft dehileh &
ST Head | g9, S, 3R 3
GEIEAT ol Teer 3R o el 2 |
TE Th held ST WS Hdl ®
fSed ot A2 dcl W SN
B 7

& fagraar:

1.  higd Uae:

ADLDS
SEvEr

o

Active Directory
Domnain Cordroller

Wrarkgraup
T er

A0 LDs
Saryar

Active Directory Domain Services

AD DS T& g T R ol g9, 7o, el iR 3 Heady gareHr
SR GUfed il 8, a9 3= Tefta A 3 8 |
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2.  SUANThAT HHTUEHIT:
AD DS T &I Heddh § @il 37 A IR GrEFl qe g W i o o
THTONERYOT el €, ST TR g Bl €1

3. HISATHh W
I® OU (Organizational Units) 3R SHF 1 IYAN &l Aeaeh GHIEAT i
Ush AR Tk © AR Xl €, e diferdl Teee ot gl |

4. YT UifeTHT Teier:
AD DS % He7H W, eI 9 Wierdis e o2 ohd B, ST J9d 3R HhogeR
W R AR HERIA AT A Hedl €|

5. holfeIeTer:

TE I A I WA T He B, 1o SeAi i 9gdl NavIrsharei & SR
34 S/ ST Gehdl 2

3.2 SWT %™ (Domain Controllers) T 3TacAThT

ST W (Domain Controller) T& TaR ? S Active Directory Domain
Services (AD DS) @ =adl @ 3R “ead o I 3R H % HHIUNRIOT
(authentication ) 3R 3ifehd (authorization ) 1 E AT ¢ | T8 A< & WX
Tt gren e iR AT @ Ny | Aot yftree w2
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7T fagivars:

1.  WHTUTRIUT:
T wheler g9 SR ST F e TeAIfud Rl 8, o 3% Aeadh
Gt qek g uge et €1

2. TITEY UEHA:

TE Active Directory o &I SIFeR! I Yeferd ol €, NOH IR sreheed,
T, 3R S ok TEEHT 1 ST WA Biell B |

3. WRIUSA S She lerd:
T T § &2 AT Helord 8 Tohd 8, Sl ol Selfdi 3 Hice el Yem
Hid ¢, Tieh Jfe Teh sheloR el Bl ST, o 379 39 Il Heh |

4. U uiferHdr:
A heeR 79 Uiferdt sfissiaed (GPOs) & o 3l €, S I91d 3R el
TR & VT 3R SR i FERE S 2|

5. tThyT:
SO heletd & o gl ety g wiar €, difh Tt shelerd W T
SR THH 7

3.3 TIAT Hhelel e AT

EIH shelel (Domain Controller ) i $&2idl T3 & foTu frefeliad =Roll &1 dre
T

1. Server Manager Qe
Windows Server | Server Manager i 3T L |

2. Add Roles and Features:
'"Manage' W e &Y 3R 'Add Roles and Features' &l =5 o |
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IR <o o s v
i Local Server
5 A Senvers
= ; cal server
BR Fiie and Storage Servicas ¥
features
Add other servers to man age
H
4 VET OroUD
Hide
|
ROLES AND SERVER GROUPS
Rotes 1 | Server growps 1 | Serven lotal 1
File and Stora
g g 1 B Local Server 1
Services
@ Manageability @ Manageatility
Events Events
Parformance Services
BPA results Performance
BPA resuits

3. Role-Based Installation:

'"Role-based or feature-based installation' T =& & GﬁT Next W facten

H

DESTINATION SERVER

Select installation type Windows2012.5C

Select the installation fype. You can install roles and features on a running physical computer or virtual

Before You Begin ; s :
machine, or on an offline virtual hard disk (VHD).

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection
Server Roles
() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deplayment.

Features
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4, A H IIT B
3T T 1 T B TG T 3T S FeleR %efdl 3l 9ed & |

DESTINATION SERVER

Select destination server Windons?073-0C

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name 1P Address Operating System

uation

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added senvers from which data
«collection is still incomplete are not shown.

<Previous | [ Nest> | | insil | [ Cancel

S. Active Directory Domain Services H TIT B
'Active Directory Domain Services' Jel sl ?ﬁ IR Next W foreter HX |

DESTINATICN SERVER
Select server roles Windows2012-0C
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
SERisERedn [] Active Directory Certificate Services el ?:Sv;s?;::;3;“[‘);‘;:;}?;;::1
Active Directory Domain Services) ahitteon the nehubrk sndmakes
[ Active Directory Federation Services this information available to users
AD Ds [[] Active Directory Lightweight Directory Services and Hehor ademnilra i O B3
uses domain controllers to give
Confirmation [ Active Directory Rights Management Services network users access to permitted
[] Application Server resources anywhere on the network
[ DHCP Server =|  through a single logon process.
[] DMNS Server
[] Fax Server
b [H] File And Storage Services (Installzd)
[ Hyper-V
[[] Network Policy and Access Services ||
[ Print and Document Services
[] Remote Access
[] Remote Desktop Services =
<previous | | nees | | nmal [ cancel

6. M’ﬁmaﬁugraﬁ
AT B H1 T B 3R ST Bl IR B | AT o oIS, IR AD
DS I SR R o T T g fient |
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DESTINATION SERVER

Confirm installation selections Windonsz012.50

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Instaliation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
; been selected automatically. If you do not want to install these optional features, click Previous to.clear
SEERRCE their check boxes,

Features

AD DS Active Directery Domain Services

Group Policy Management

Remote Server Administration Tools
Rele Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Toals
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<Previous | | et | [ sl | [ Cancel

1.  Promote this server to a domain controller:

TEIAYM & W€, Server Manager H Weh HIftheh¥M 3TN 'Promote this
server to a domain controller' T foreter &% |

2. Domain Configuration:

T SEF 99 & fIC 'Add a new forest' & TIT Y 3R SEA & AH
(3601 - example.com) |

- TARGET SERVER
Deployment Configuration DC1-Test

q
[ Ocpioyment Carig.raion

Select the deployment operation
Domain Cortrolier Options

Add a domain controller 1o an existing domain
7} Add a new domain to an existing forest
Paths ® Add 3 new forest

Additional G

Review Options

Specify the domain infarmation for this aperation

Root domein name: ad.wnadpro.com I

More sbout depioyment carfigurations

< Previous | [ NGE> Instal | [ Cancel
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3. Domain Controller Options:

T heloR o oY, 3Tavaeh foehed o+, w9 fF DSRM TEeE W2 #i |

4. DNS Configuration:

DNS ¥R &l Sfetq &R & afe ravaes 8|

DNS QOptions

z Active Divectory Domain Sevices Configuration Wiz

TARGET SERVER
DCY-Test

| 4 A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x

Deployment Configuration

rolier Qptions

Specity DNS delegation options

More about DNS delegation

|«prmus!

H% | |t

5. Review 3ﬁ'{‘ Install:

ot AT 1 T Y 3R 'Install’ W feTe | FER TRRY B

3.4 Active Directory Domain &l 93T (Structure)

Active Directory Domain Services
(AD DS) T WA R Fipd
e W HRAal € S edd &
faftr= dEremt @ weftd A 2l
s WE fFEfafad wedt W
TR et
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T Teh:

1.

SH9 (Domain):

I8 AD DS o T&F wewk @, e woft gud, +oger, @ik ganent i SRR
Tufed Bidl & | Tcdeh SIHT Tsh GRET WAl (security boundary ) W& il & |
2t (Tree):

T 3 U A Sk U o1 TE BIT €, ST Teh WIS MHe0T T (namespace )
% WY TS B B |

TS (Forest):

BRE AD DS %l a9 T T[S Bl 7, ST9H U o1 3ifees o) Infiret 81 Hehd
g1 T8 R A2 % T Uk RN W 3R HIHR FeH i 2 |
ATATEIAIAE Ife (0U):

OU T& BB & He¥ 3T-9M B €, et 3 ged, gy, @ik 7o =
Tafeerd e % foTT fohan ST B | =g 9 Wifersit o] R SR FeTf~ieh Tl <Rt
T A R

|1geH (Sites):

Tz ead: ulelist T MERa 8 3R 3 dimiferss T o wfiffeg R €1
TEH o1 IUAM ftheh Feu 3R ety o forg fopan e 2

3.5 SIHT cheloll T 359

M9 %R (Domain Controller) 1 H&T 3e¥9 A2dsh H Jod IR Hogel
THIieol (authentication ) 3R 3R wedu= (authorization) TN 21 I8

Active Directory o 1% fHeTeht ShTH Hdl ¢ 3R FrefaRad wrf i &

1.

THTHIOT: 78 I 3R fEarsd &t Te= ol Jfd idr € i F G w9
Y A THIEAT dh Ugd T |

AR FEE: SHA heloR a8 G al € foF g9 &l 3enl yfHeielt o
TR 3faa SHIEl dh 9gd USH hi S|
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3, ol AcAhIE: I8 Tt SHA sheleld o | €21 o 9999 (synchronization )

Al © difeh |l SR 3reifad (updated) ® 1
35.1 S shele” (Domain Controller) & &1

AT HeR T SYAN edeh T AR GRET il WA 3R g9 994 & g
fSpalT Tl 2 | 39k q&A oy fefafed &

1. haiFehd HeiEr:
Tt I, R SR eash WA i Tk e T U Wefed R ST wehr
2, PTEd Aead @1 e | e fhen < gk 2

2. I TG B
IE FHIUIRT (authentication ) 3R 3if¥rehd T (authorization) LIGIEER]
Fl €, o Faet sftpd g9 =l € aeEt 9% 9 e 2

3. U Uit ot hiaaa:
9 TifeTE ST STANT ek AT AT R HIFHRIA 1 < Hehell €, T
Hedeh T HFHIHT R TN AN Bl 2 |

4. <er Aerehym:

Tl AT helo % SN Bl o1 SEleld ®9 ¥ 999 (synchronization )

o 2, e @ STl sefid(updated ) @

5. TholfaTeTer:
TS Yeah I A W G Hehell € 3R TG STl o TER ~edeh i foR
(scale) feram T SehaT B
352 ST Thelel i HHTd
T heloR 1 SYANT ~edeh YeH | Hew™ieh eidl §, Tiihd 38! $ WA o g
1. THTeT utge 31w Hhife=) (Single Point of Failure):

I Shdel Teh SIHA sheloR Bidl & 3R 98 fathet el <l §, o edsh | Ioid 3R
HEEAT T THTONERT0T SIerd 81 Fehell © | 8 Bl i o (1T S SMH shelerd o
Y23 9T 2|
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JAfeetar (Complexity):

T e o fI0 ST Hererd ol Yefd 3R HiFER 3 Sied 8l Tohdl &,
T <19 T TEH A1 U M B 2 |

= GO @ud (High Resource Usage):

S wheler ol Sfud ®9 ¥ HH T o oY T3 greaal 3R HZad qErer
I AT Bl €, Frag B WieAi o e g eiftrd A1 Aol 81 Hehar
2l

22T WeAHRITT o = (Replication Delay):

TS Jedsh H, ST Shelerd & a2 1 ey W 8 Gkl §, e
SR 1 3Efad (update) BIFT S8 9 Bl €1

feuSdt (Dependency):

3T Y3l 3R UcAhid o SEA shalol W 3Tcdides ek g, afe shalor
et 21 ST aF 3/ Farsi o ff it T gehdr 2|

4. Active Directory Domain Services (AD DS) 3iissiaed @t
EERE)

4.1 ISR AhSCH o UoigT (Managing User Accounts)

SYANTRAl AD H Ted Hewaqul a&qsii H Tk § 1 SRl START WHieRROT 3R
HIETHT W Wfeeror o foru foran Siran &, @t € g daneii | off e AD &
1 THIHI BT 2 |

e Tt 3R Scucte fosiosi & fo SuAnTeRdt weie U g et 7
g ARl T sifsiaed #l g alieh ¥ Weftid s o Aeg il 7

SUARTHAIST i Feferd el o T RSAT 2o Seict s a1 Sl (SIH Sheler )
Y Y wEET I Ayl Bl ¢ |

T fTU 31Teh] SMH TSt o1 39 31hEe 9 WiET o9 2 =it ey ada
OU ¥ 3ifssiaed o9 o foTT 3ifex SqAnTehat =1 Wfaffemga iR 2|
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Active Directory <l ST Fh EEA 373 99T (Creating User Account
Using Active Directory)

<UT 1: Server Manager G|

Windows Server § Server Manager @il 3 Active Directory Users and
Computers geT WX Afere #R |

TUT 2: OU ohl I i

39 Organizational Unit (OU) a1 $eR & oI R TG M9 T ToR IAhISe
AT =T R |

TOT 3: AT IS SIS

OU W Tg-foreteh o, foR New W foreteh ot 3R User T |

File  Action View Help

e | 2 O E Gz BmSWwhtEar e

E_Actl\:’e Iilrect':r;r-u_sz:s and Cnm;‘:ut:rs [IdVauMUJ f Mame Type Description
- S'“_'ed Querles EKarlJ:nkins User
[ officelocal
_| Builtin
| Computers
2 Domain Controllers
_| ForeignSecurityPrincipals
| Managed Service Accounts
o Testorg
| Users Delegate Contral..
41 Workstations i
Eikinpivns Find..,
Mew » Computer
All Tasks » Contact
Refresh Sl
Export List... In=tQrgPersan
; msD5-ShadowPrincipalCantainer
bl ? mslmaging-P5Ps
Arrange lcons > MSMO Queue Alias
Line up lcons Organizational Unit
Properties Printer
Help User
Shared Folder

TUT 4: PSR TSR T

ISR sl Ggell 7 (First Name ), 3ifdd 1 (Last Name), 3R @i A9 (User
Logon Name) TSI TR |
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Mew Object - User =
i, Create in: office local/Employees
First name: |Glen Initials: I:I
Last name: |Th|::-rnas |
Full name: |Glen Thomas |

User logon name:
|G'I'hnrn-55| | @office local ~

User logon name {pre-Windows 2000):
|c:1FF|CE*-. | |G'I'h::mas |

< Back Mext > Cancel

TUT 5: qrHgS e i

IR % foIT arae 92 1 SR e o Heifea ifest 94, S 3 IR i enrel @it
W IS SEe o T ASTeR T |

Mew Object - User =
3 Create in: office local/Employess
i
Password: |-l--l--l-----l--l--l---- |
Confirm passwond: |------------ |

[=] User must change password at next logoni
[] User cannot change password

[ ] Password never expires

[] Account is disabled

<Back || Newt> | | Cancel

T 6: IR FTHSE T
T fFeR0T \RA % 9IE Finish W e #3131 741 9K WIS Active Directory
o o o 2|
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HHE WEE H STAN Hleh ISR 3RS 911 (Creating User Account Using
Command Prompt )

T 1: HHS AT WA
Start I H S Command Prompt @l Tsfifrger iRl & WMo (Run as
Administrator) @i |

TUT 2: 7E SN STEhRTSE T ohi HHTS Tf Bt
T ISR IS T o U Feffad waie s ST R

net user <username> <password> /add

3R & Y, AT 39 john A &1 JeR SHMT =ed & 3R Grdae Password123
U T d ¢, d HHE TH THR BN

net user john Passwordi123 /add

=T 3: wﬁ@ﬁlﬁ@ﬁﬂqﬁ?ﬁw (w)

I 3T IR ol TSR J9 & Sie 9®d §, d fr=faiad waie & 37an &
net localgroup administrators <username> /add

SETE & AT

net localgroup administrators john /add

TUT 4: S AehISE ARTHRITT

T TR heTaIgeish &= ST o ae, 319 38 Y i o forg Frfefiad sware &
I T Fehdl ©:

net user <username>
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Windows PowerShell ST SUIIT shich I IS ST (Creating
User Account Using Windows PowerShell)

=RUT 1: PowerShell @t

Start A ¥ ST Windows PowerShell &1 TsfHf e iR & @9 (Run as
Administrator) @i |

TUT 2: AT ISR HSE T Sl FHHIE
T ISR AHIEE TH o U, FrAfaRad wHig 1 S e

New-LocalUser -Name '<username> -Password (ConvertTo-SecureString
'<password> -AsPlainText -Force) -FullName '<Full Name>' -Description
'“Description>'

3R & foT, AT 39 john =TH H1 ISR ST 916d €, TR THaE Password123
2, i HHE T9 Wb Bhl:

New-LocalUser -Name 'john' -Password (ConvertTo-SecureString

'Password123' -AsPlainText -Force) -FullName 'John Doe' -Description
'New User Account'

TRUT 3: IR ol YT | SIS (Sehieueh)

AfE 3T T IR ol fFelt g9 ¥ Sre1 =ed €, S Tefhfreex 7o, df Frefafad waie
T ST -

Add-LocalGroupMember -Group 'Administrators' -Member '<username>'
EHISUICRC|
Add-LocalGroupMember -Group 'Administrators' -Member 'john'

TOT 4: IS FHTSE ARTHRITT

T IR AHCAEsh 5 ST o S5, 39 39 FeAIfid 3 o foTe 30 Al Sl STAM
F Thd &

Get-LocalUser
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IS IRISE ohl TEelie A T adrehl

AD dTATaRYT ¥ ISR i fEciie i A aleht ol uei 3d g2 Active Directory (AD)
rAreRel ¥ IR Al feclie H | e § fF A AD Recycle Bin @& @, @ I 3R TR
RIS ol T e W feelic Tel Mt | S T4, I8 9K o 2 0 (token attributes)

T geelid HUN 3R 39 Deleted Objects H TR T < |
AT a{ieh:

1. Active Directory Users and Computers (ADUC) ST ST
ADUC <& &t |

39 TR I @it S 39 feeiie e =ed 2
TR W Te-freash Y @R Delete feheq 9|

I] Active Directory Users and Computers “:“ e :, ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ = &
_ile Actl-on V|ew He|p Find:  Usars. Contacta. and Groups -~ | In: 4 Employaes ~ Browae.
— | Uzem, Contacts, and Groups | Advanced
o = Delegate Contral... Em|PaETE% pi =
| e —-———e—— | Gascesen [
] 2 = s [ldVauMUj | Name Type I Clmarsd
> New ¥ B, Glen Thomas  Lser ==
v & Al Tasks 3 Delegate Control...
= | e ———
Refresh B Marne Type Description
Export List... Resultant 5et of Policy (Planning)... e T,
Delete
Properties :dd i i
.............
..............
Help Reset Passwen
SSSaTs i M

2. PowerShell T SUINT i
Windows PowerShell Sl TSR MR o W @led |

frfoRad wHIS 1 ST e ToR i fEelie e

Remove-ADUser -Identity '<username>'
3QelU -

Remove-ADUser -Identity 'john.doe'
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3. HHIS UTHE ol SUTNT hich IS 3TehTSE feaiie EAT (Deleting User Account
Using Command Prompt)

<WT 1: Command Prompt et
Start ﬁi[ﬁ Command Prompt (Run as Administrator ) % w9 ° Gl |

. . ¢ .
TUT 2: S RIS TSAIE I hl HHIS Gl

frfelad sare 1 ST

net user <username> /delete

30T & foTT, AT 3T john A 1 TR 1SS fEelie H A6 7, O HHS 39
TR B:

net user john /delete
TRUT 3: HHTE foTfed s
S TSt A o o Enter TAU| T8 IR THISE i feaiie T |

4. U UifeTEl ST ST (Implementing Group Policy)

9 Uiferdt Teh Wfwmett 2ot B, St Windows “eddh ® g9 3R Hogell W A iR
from T e o foT oI fohan ST € | 3eh WieAw | e ) Heddh W GRaT
3 HIHTRYE W &l el dieh | R o Tehd ¢

U GifeTdT Sl FHrETE=:

1. Group Policy Management Console (GPMC) T SUIIT:

Server Manager 9 Group Policy Management ¢ct @i |

T2 IO Uiferdt effssige (GPO) ¥ & AU Create a GPO W et #i |
2. TifeTdt IR

GPO W ze-faeth % IR Edit 9|

faf= Afte <9 e diferdl, dited R S=ielvF, iR R affw =
HIFHR F |
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3. foies &=

T GPO W el siftiESIeHe 9fe (OU), |H, =1 Use | fof o, if o
freifa g =1 Sogel W A B 9 |

4, IUSE HAT:
iferdl 1 @] HA % foru, wenfaa ged @R shegedl @t foker A1 gpupdate /
force THHIE I STAN Hich TS TN |
U YifeTH oh TMH:

1. &M R s W TH GO GREM At A0 ST gehedt 7

2. YeYH: IRus S ¥ HgeR R IR AT i Rt W wed §)

3. FUGYielr: U € 9R H oueh TR W A 3R WithedTR TR AN |
freme:

4 diferdt ~edeh | thaihd HeH o 7T Ueh Heedqul 2ot €, ST SIaeeehi shl TR&T, Hi-hRe,
3R 31T T I A W W] A ) YA e Rl 2

31U Wl AT
A og fameda uvT

1.  Windows Serverﬁﬁmwmﬂ%mm%a&ﬁwaﬁ'{uﬁaﬁﬁ
et % fore ?

a) Control Panel b) Task Manager

¢) Server Manager d) Device Manager

2.  Windows Server W i< H 9ftehl (Role) SIAT shelell LU &t o T
YT Biell &2

a) DHCP
b) DNS
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¢) Active Directory Domain Services (AD DS)

d) 1IIS

3. Windows Server WX IP @FWW#%WW‘&'@‘@?W
forereT wEt &2

a) Windows Explorer

b) Network and Sharing Center

¢) Disk Management

d) Event viewer

4. o et 3 frafua foisia o gea sim @=r 22

a) Tifhehel IR 2THE b) SUEN H A

c)  sifedr gue d) IRSR H IUCASl

5. Active Directory Domain Services (AD DS) ET'E!@WW%’

a) WhHIR ITRIATH b) T 3R HRR Hl FeE SR THONHT
c) T A3 d) ek Hifer

6. PowerShell Desired State Configuration (DSC) T &I YT FTE?
a) IR STHY I HEHET Al b) ek hAlRIGS! TG

c) HIARIM i€ & 1 H YT w1 d) <1 ©RS S M

7. O Uit T e aRA % AT S | Zer SuanT fRar SiTar 22

a) Task Manager

b)  Group Policy Management Console (GPMC)

c) Device Manager

d) Event viewer



TG T+ 31T ETeaaT (ELECTRONICS & HARDWARE)

8. TAT FIeN & HIT | Fagivar 3§ wice e USH Sl 82

a) 9 uiferdt b) AT ST e

¢) DNS dfég d) IR IHRH

9.  Active Directory ® a7 IS RIS ST h 1T hi- AT hATS Ui W ST
forar ST 22

a) net add user

b) add user

c) net user <username> <password> /add

d) create user <username> <password>

10. Windows Server 2012 ¥ fiHie SheiT QT &= o fTT @i |1 foreheq g
BT E?

a) Control Panel - System

b) Server Manager Local Server Remote Desktop

c) Network and Sharing Center

d) Device Manager Remote Settings

q g AT U
1. Windows Server 2012 &l Waftrd & & 1T o Y@ Zod &1 9= foFan <irar 82
2. TohfE o = @ SiR SR I S 7 2

3. Active Directory Domain Services (AD DS) I TG 31X Shi+HIRIM H¥l i STt
g2

4. EFT helel o TN ) & Sl 8 2

5. Active Directory Domain Services (AD DS) m 1 Tee <y e STan @ 2



=

T TR U 3No-9i RfE faeew ©, S fafir 9o o Weik ardierol | &He
BT ¢, SIY R 99 TR, WEd 9ok, SEy Wk soafe | fore o faeivand SiY et
feoRar, TRa, 3R FEHEHYH F &THdT $H S8 AlHHT - 2 |

frTeg Tk o T SR iR o iR A = § e o €, e
SRFET RoReh o ==, TLITH, Hedeh Y23, 3R a9 HhedaR Uohsl i (AT
IEET BT © | S Wisha o1 Te! alieh © i W T Teh TR 3 FTe Fal R oY
Hohd B

Human-Machine- Hardware
Interface L
remote

(SSH, HTTP, ...)

Keyboard & Mouse

also Braie, Touch-Desplay, Speech recognition,
Graphics tablec. 3D-Mouse, Wil nunchak, etc
' 4 | Linux Process Scheduler DeSktop UI
Touch-Display
Attitude sensor,

ensar, Wotion sensor. Linux Security Modules
Sprech recogaition

Linux Network scheduler

peech recognition Network stack Touch UI
Attitude sensor Netfilter

Motion sensor Linux device drivers

Linux file system drivers

Display, Sound Wearable Ul
Vibration

Y

Rr: forera @aiv faRy=T Tt & EI€aar U¥ Urar T &1

45



TG T+ 31T ETeaaT (ELECTRONICS & HARDWARE)

3.1 Too |av &t U ufeRar

forers Tek ol TMUT U Hecqul ik @ S fafi=T =Roit ® @t S 21 9% e
e el €, 7 et Tek WE & @ HE HR AR SAvIRArRit Bl [ | T8
B9 39 Wfeha o1 ferga ol R |

1. Torer faavor o6t oo &
fereRT & ¢ faaRur (Distributions ) YT 7, S9:
* 36 ek (Ubuntu Server )
* Hes3ltg (CentOS)
* efe== (Debian)
* 3T 8 TR e ($IRU=ET )/(RHEL )
MU SMATTHRARN & AR Ueh foeRor T+ MR TEH! SO FIEe MU

JIEEE W SRS e |

2.  TRTereT Hifear aur &Y

fororT ek Tenfid o & foTY, et g2 s arg Hifgar (USB a1 DvD)
AT BT | 39k foru FrfeRad shew 3T

*  USB gEa: Rufus (Windows & f&T) o1 Etcher (ShiA-wie®wid) <19
TS N IYAR H I1SO FIed S USB A W fored|

*  DvD: ISO HIEd &l DvD W 1 A o fo1T g fewh-af+ WithedzR &
TR R |
3. 9¢ & o fau difsan e
1. USB ¥4 o1 DvD &l ¥R ¥ et |

2. e I UIR A H 3R BIOS/UEFI BT & S (AR W 92 % SR
F2, F10, DEL, o1 ESC FSil Galeh) |

3. ¢ T ® USB A1 DvD ¥ §¢ A & o ¥ |
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4. weAd RS 3R BIOS/UEFI W& ¥ o fiehel | 316 TR 92 & &
fore o 21

4. TR UfchaT I0% ol
I I & o5, Frefafad ==l &1 g #Re
1. 9T SR & 1 TIT HE: A THEIET Ao SR & T |
2. EETA AT URY H: 'Install’ feheq I |
3. few faursH (Disk Partitioning ):
* 37 fewk @ faaifta 9 Wehd €1 3T 1 faehed I Wk
Tt T : Rier 39 39+ 39 WHIel |
LTS TSI 319 39 S1TER ST o= Hend € |
—
*/(F2) - SRR faen 3R HiteawR |
v /home - SYANThd €1 (ehicash) |
* /var - REd=ENe €21 (S @) |
* WY - gER) % fole )

4. s =¥ (Package Selection ):

METTH WA Tohsl T =99 B, S
*  OpenSSH Server: G3&J gd & fo1U |
* o ¥t (Apache, Nginx ): If¢ 319 9d Fe¥ ¥ 1 =R 2|
5. eddh Uit i~ ST
1. g HIFFRIE:
g e e i
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*  f¥R IP 9l (Static IP Address): Teh Hf¥=d IP 9dl 3T€EA
HR
*  DHCP: Tefeld ®9 ¥ IP Il Wl e |
*  DNS "R &l o HHR F|
2. BRE AW WS HY: U R o Y T TR AW e H |
6. SUANTERAT @rdl ekl T=HTOT
1. %C UTHAE WE & T ITANHA o [T Teh Helgd g e H | T8

Wl TIMEfTe fereiofienr T |
2. -T2 IUANTEHAT IFTG; Teh HT SYANTRA @dl ST 98k, Freeh
IYANT e S ok fow feman e
7. TR GO &

1. EEEIAY HRIIT i T ol gHfaa = & oo aff @ €
2. TR URW & TRV U & & o U $iel 9ed W et
FR| TS T THT A Hehell €|

3. WA U 9 i SR U 8 W, Wk ol IH: ¢ HH & fo7g e
ST |

8. URE-FRIIN ShihIRI
I A & 9, FEfRad =ROT #R:
1. ek H Wi e 3199 §9IU T SYARTRA @ 9 Wi |
2. foww smee w:
* 3 e Yo @ 3TUee A o for frefefad s e

sudo apt update && sudo apt upgrade |# Ubuntu/Debian % form
sudo yum update # CentOS/RHEL o foTu




3. e SR =Id

* IS STEvT B Al g AR WhedTR T he:

Class XII

sudo apt install apache2

# Ubuntu & fo1g

sudo yum install httpd

# CentOS o fotw

4,  HRERER FIFEFR &

*  gifed R wERAl 9 STavEsd 1 R R SAfd oF & g

HIFFHT 3 T 2
* I % U, ufw (Uncomplicated Firewall) S SYFNT hich:
sudo ufw allow 'Apache Full' # Ubuntu & fo1g
5. @Tﬂq H&H T8
+ Rl off STTavEeR AT 1 We SR URY we:
sudo systemctl start apache2 # Ubuntu % forw
sudo systemctl enable apache2 # 9 I H&H CrCicy fom

3.2 Taoe |t Ueiee T 3TaeiehT

AT WeR yaEe o1 37 ¢ fored SR faes T =em 9l aki &l WeEd 3R
TGS AT | T8 Wi Gy el € fob welk feer, qRfar iR wwrdt @0 @ el o
@I 2| fof e gk weeq o ¢ o Wit Bid €, 99 SRy, HiihRIHE, 379ee,

JeheTd AT T |
oo waT Ueiee & 9T g
1.  HaT TETAT:

* oo gl o WE) dlieh W SR |

2. WAl HIFHRIME:

*  Yegeh YT, SUHNTSRAl wrar FrEion, 3R Yansli s RimRYE |

49




TG T+ 31T ETeaaT (ELECTRONICS & HARDWARE)

3. o Aifvefarn

*  geR o yevH fufd 9 FIRET A1, S CPU STEM, BER STENT, 3K
fewr =9

4. I USH:
*  HERE A, O yeeE, IR ST JRAT SUE il n] HEAl
5. SR 3T YT

* 2 3R fuew W @ Faftd S o 3R siarderens Refasi |
YA <l ST S

6. X 3MUES:
* U e U9 SR WithedTR STUSE AN AT
Tt e geieg ot ufshar

foTTerT TRk wele ot TR e =RoT o fafsT et €1 9% g war € 5 Wik erern
Y R R T W HE FR | T8 T qH R w1 ol R T e

1. m
* oI foror o TEA R SIR WeR ST isRAl bl I e |
2.  HIHIRY:
* R F I AT IR e Yo |
3.  Haredl  Heie:
* I YISt W Tfid 3R HIFER R, S 99 ek, S R 3T |
4., HifTef:
+ R W el ot e w9 FRE w1

5. Il SUT:
*  ThRERET SR 3T GRET SUH ol |
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6. WHIT AN JIULT:
o Frfya dsa o 3k 9k &l 3muee W

foTerRT |aX Ueie e ot 3R (Diagram)

SR HIRRYA  HiHeT  gReT Yeee

T HalT Uaie e o T
1. Teerar 3T weam

* oo TeR 9gd fer B § iR S TR i GR&N WeH Hd § |

» e o e TR & SithedTR IR AdIsh ol FEHEs A H &l
Bl 2

3. hH HEIMd:
e a2, Y TR % H ard 5 Sues 2|
4. GRYT HHSE:
»  foe & foT v OfhT IR €, S qHensl s e Ye R ¢
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3.3 T+ &t WhIgeT 9T
TR SR e &t wigel =1 U fasiv SERIicherel feed o oHaiierd il |

g AT ST 3 e ol wEel 3R SPREEdS &l dgaR did 9 weftd
T N STAC o § | HIEd EA | 8 B9 9 B SPREEY (/) 3R 3 et

HISEREES e Bl 2 |
TA-ToRT ThTgeT TTEATT AT 3TaelehT

TR | WIgel W1 & & SERFE (/) 9 IE 531 51 21 39 ¥ SERd &
3farta faftr=T Seerreeds Bidt & S fasiv sl iR Wisel &l Gufed St &1 J8f

T TeaqUl SERFAT ol [qaroT f&=n o €

1.

| (¥ SRRER):
* g fAoT TIESl WIS STERYA SEREEY €|

/bin:

* 3 SR U g STl HHIgE 3R WU Bid €, S 1s, cp, mv
3|

/boot:
* 3O SPREE] U 9 FRA & [T aves Wigel Bl §, <9 foF sheie 3R 7

[etc:

*  fEH % SIHERYE WEd T8 fEad Bidl &1 IeRIu o folu, passwd,
fstab, 37|

/home:

* Y YAl oh SHeRIT WIgell 3 Wi 1 WeRU | Yedsh SuATehdl
% foTU Uk TeePRed Bt €, S /home/username |

/1ib:
* e el EEd S SR G gR1 S99 ST ¢ |
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7. /media:

* I8 W removable devices (¥ USB T¥d) &l A< fma Sl 21

8. /opt:
*  Jebfeush Uty 3R Yeheig o foTe Tel T e
9. [root:
* g e IYANTA (administrative user) Sl ST SEREEY ¢ |
10. /sbin:
» oy W FHigE T8 B €, 59 fF shutdown, reboot 3|
11. /tmp:
* el tigel o T SEREEd | I STHAR W 92 & SR W ST 7
12. [usr:
* Igl W STANTRAl TR % WA 3R WEe B €, S R /usr/bin 3R /
usr/lib |
13. /var:

* 78 SEEd URadRiel <21 S R i Wiget iR T Hisel T 7
T eRT WhTSeT WA <Rt 3R (Diagram)
/

—— bin

—— boot

—— etc

—— home

—— userl
—— user?
—— 1ib

—— media

—— opt

—— root

—— sbin

—— tmp

—— usr

—— var
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TRt WhTEeT T=EAT & Ty

1.

*

2.

TS d:

HIEAl 3R SPREEN o1 T fqureT Red =1 3iferer Safsa s €|
e

fafr=T STanTeRaist & foTT STemT-STeRT SRS GReT i F @l 2 |

T FIA:

YA ST ¥ 31T sl iR AT e T8 Wehd €|
YU | STEMA:

s e % foTT WiEelt 3Tk SEREEAS ol Fee AT ST Bl § |

3.4 AT WIgeT GI=EAT o Uh

feTeRT WhIgel W= Ush foele gRRifhehel (Hierarchical) Higel WX 3Menid gl ©,
S Tl TR & WiEe 3 SEREEdS Bidl € | I8 YTl SUANThdia sl g
3R 2 FARYd FA 3R et FRA W Heg Al B | AT | wigel ol HE
T qEA: A YR | i a1 ST Hebell &

1. ThIZAT SRRE{T (File Directory)
2. WY WIgA (Special Files)
3. feaa wEsA (Device Files)
1. TRIZeT SRE{T (File Directory)

TRYTET: T8 T WEd €, S STl gRT a1 Sl @ 1 Red gr 3=
Bl B | 370 SRE WIS, 913 WIRH, SHS Wige 3fe Ifel Bl 8

SIS R

hY [ Y
* /home/user/Documents/: SYARThdI % KSICS

*  /home/user/Music/: SUINTEh sl HIid FIE
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WYTA Wz (Special Files)

TR o WiEcl a9y o ol 8, S o 220 ol @R S, 99E ¥ Fae
AT M| T2 3TRR Hiel gRI Teirerd foran ST 21

Yhll:
*  FIFO (First In First Out): I STAN B & YaE i FEBA &
o e fean <Tman 21

*  Sockets: “eddh HHHIA & AU

3qQleur -

*  /dev/null: T fo99 HwEd ST 9t €21 i g2 <4l 2
*  [dev/tty: 2T SetY & foru)

feareq wige (Device Files)

TR ¥ FEe SRR SURUN & 1T Bt €, S SuHTeRdl Rl ITHN &
Y 2T HIA Hl STTAER < B

YhlL:

*  Sieh TeaTey WEe: I WEd 21 i soiied | gedl 3 ford! ®, S e
femn |

* =R fEdEy WEe: F WEd T2 Hl Uk GHA | Uk 15 § ugdr iR foradt
g, 919 6 HiES A 8T |

ST Ry

*  [dev/sda: TecT BIS [S&h grEA|

*  /dev/ttySO: TSl UiRTa i |
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TR TRTEeT WIEHT AT 3R (Diagram)

/

—— File Types

—— Regular Files

—— /home/user/Documents

—— /home/user/Music

—— Special Files

—— FIFO

—— Sockets

—— /dev/null

—— Device Files

—— Block Devices

L — /dev/sda

—— Character Devices
L— /dev/ttysoO

L— Other Directories

3.5 QAT & TAT UeheT ST HET 3 TS0

fore o b BeTHe Uk Heaaqul TR B S SUANTRAiel sl Hihed R iR Harsi
T, UL MR g H AN <t €1 = fore faaor o ekt weieA &
fTq 3TeTT-31em 2 gld 2, 519 T apt (Sfeem 3t 362), yum (YT B, Hesluw)
IR dnf (HeRT) |

UahsT TRTA HEAT

3ETER - apt T START ek JehsT Feiel BT (IaL)
1. efieer @ |
2. 3USE &

sudo apt update
3. Ul ST

sudo apt install package-name

&

* gl package-name 3§ UohsT &l 1H & ST 319 $%ie &<l =_d 2|
IEEIUT - yum I STAN ek Uehsl SEIAT HET (I B2)
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1. 2fHe @i |
2. ksl &I T

sudo yum install package-name

Yehal BT

ISTETUT - apt 1 ITANT ek Tehst g (Ie2)
1. < Ee |

2. ﬁéﬁf@?ﬁ%m

sudo apt remove package-name

IMEUT - yum 1 STAN HLeh Johol g1 (3 BL)
1. <fiAa @ |
2. UhS geM & foIw:

sudo yum remove package-name

Yot SRTATM 3T T2 Sl UfhAT o 3T (Diagram)

| fHeTer |
I
I
I I
Yohol STCTeT AT Yohal geTaT
| I
I I
| IUST F | | gau Uha |
| sudo apt update | | sudo apt remove |
| sudo yum update | | sudo yum remove |
| |
I I
| SFeid Yhel | | geIT T YhaT |
| sudo apt install] | sudo apt remove |
| sudo yum install | | sudo yum remove |
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31U AT AT
. g faweda uga

1.

ooy |elt o TTUAT o fTT 9o Uget hi |1 HaH ISTAT SITaT 8 2

A. R O ® YT &R

B. SRfT fem %t ISO WEd SRarg &l

C. +ed% T I HHR F

D. SUINTRd! @It ol S

T e Teier | hiv | SUSHIUT HIHTI: SUGNT foham STTar ¢ 2
A. Microsoft Word B. PuTTY

C. Adobe Photoshop D. VvLC Media Player

fATeRT S TRTSET HTEAT ST HeT el T 2 2

A. Jetc B. /bin

C. /home D. /root

TA-ToRT ThTgeT ST & YR § Frfeiad § o ohie |1 IITHeT et 8 2
A. TSI WY B. f=ifea w

C. Hgd iy D. %< foish

TR WAt W UohsT ST e & 1T hi |91 SHHIE AR TSI
fora STar 22

A. installpkg B. apt-get install

C. setuppkg D. addpkg

fororT WA | Ut g2 o foTT it |1 St SuahT R Strar € 2
A. removepkg B. apt-get remove

C. delpkg D. uninstpkg
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7. T THiger 9T '/home' SRREEH o &RIT I ¢ 2
A, fo=d wEd 9w S
B. SYANTRAl ol SfeHRATd Wigel TR AT
C. R Wigel SUE e
D. fown i wed SUE HE
8. TorTery ® Welk WelerT T Shi=T W T Weeergut 22
A. Had faew smee
SUARTRAT YeieH, R, 3R st @ AR

B

A N A
C. <hdd deh3AY ol
D

. had e AT Sea
9. foweRs Welt WX i T Far SHAR U Terdt 2 ?
A. FTP
B. HTTP
C. SSH
D. SR Tl

10. ToA=TeRT WhTget STEAT | 'root’ TSI ol &FIT W & ?
A.  I% 99 TR SUARTRAT B @
B. e fawn & fow it iRt o 9o U YOSk Bl @
C. % hadl Wigel o Fehel ©
D

T A Head AT FI 98 okl ©
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q Y AT U9

1.

2.

foT ot Wk =l T URan § YRSl =ROT & ®9 | 91 AT 1R 2
foTTorT TeR Fele 1 W 3E9F 1 € 2

foTTerT o TIgel ST § i § SPREEd ST S Al WiEal o fo

Bl €2

foTTer | YorsT SEeTel 8 o foTT ShiF T hHiS FIHad: STERT TRl ST & 2

fTTRT WIEel ST & TR § o 9 o1 921 iy ©9 ¥ U WEd a1 SRREEY

ol e e 22

000’000
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ST e % wrd g = 4

=T

LS (A W) GReM 31 & fefsredt I § ueh Heeayol faser 81 98 S wiehana,
R, IR Sl 1 T B S hoge R, Heddh, iR et il GRET Wkl W WRFeTd T
& foIu 39 fomn STar €1 8% oA A SIS S gee A1 foRdt it WehR ot deheleh o
SYIRT AT €, 378 S TRET i IS THA Bt =Sy, Ak TrgeR TRl & o= ST Tk |

4.1 IMSET GIaT o fagia

LS R, = G Wit TRem, o1 1 fefired ofan o o smavaeh sawehal
21 T8 YS! IR AT STAThIsT o foIu S21 sl TRaN, Mo=iga, 3R Heddh &
IRIEAT Sl GrHTEd a1 € | ML FR&T T STAURUN § Aeheiieh! AR Faer U et
eI 8, S AT WOl S TReT Wi W a9 H HeE Fd ¢
ST T o 7T Tagia
IMEST GRa & fgial il MR W 99 q&7 T2l & ®9 | S 5 €, 5 CIA
IEUE & M 9 ST Sl &
1. TusEET (Confidentiality ):

»  7g gHREd X 2, {5 Sogniel SIMeRl Saw sified g & fo

TS B |

* 2RI SR T heldt R 3 g R S B
2. 3@Edr (Integrity):

* g S F Hhdl IR YuidT S AT @ A g 7

*  fordll f RIS ST Sl U o (0T dhEH 3 BRI deheiel o
ST foRa S
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3. 3IUeRMdr (Availability):

* I g oRar @ fF S ok HEren SuAmehdist & fou e Suetsy

=l
»  foem it FRavar gffaa & & fIu Sehs 3R SaTdehe= ST ol
aTer e S B
3MEST [ & THE Tk

IMEST TR&T o & ¥ Fr=faiiad v e TR 8 &
1.  STERE 3R AT
* Y HEE § YEHR S Tl T H Fohdl € AT AR HY TR |

2. &fem
*  gHfed IR faed | Ui Y Hehd €|
3. TRy

* el % AT W USRS Sl HagRie SR IO 1 T |
4. S-r30ug 318w (DDoS):

* g BHA T Bl 39 HH o AT ait Aen H e SRt foRan T @
ST I & U
IMEST GRET ol Y= - & fore F=faiaa sum= fve <1 9 2
1.  TrRRAle:

* o GReT 1 WUt I B S 3rdifsd 2tk bl Aekar B

2. TUIORRY AIheaa:
* g e FAEH W AR 3R HIeoRR W TR T B

3. Qi urHaE wed:
* Toled IR AT THaE S SYENT HEAT|
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4, @ETWQFT:
*  FdTeie ST ol TG A % U ufskee R ST R
5. SeRaTT:
* it ®9 9 9 6 SHT o |
WWW 3@ (Diagram)
ST &
|
| | |
MYARITT (C) 3H@sdr (1) 3qeletdl (A)

Ay ST ST et e elelRT
|

3URThAl THTUNRIOT

4.2 TSETERH AiHEag? sl SUANT
TEAPRY ™R Tk YR &l WM € S Sheger faes sl aPRy, AIeloR, 3R 3=
TER TR W hrd WH & fe fesga fF=n 70 81 9 dived R e« gran

G w3 o Tecaqut YfHeRt FeT € | UEERRY WiHed?R 7 hacl ARy i Yee
©, dfce T8 g2 3R e IUE & e o4 § o Heg il |

TEarERT AHEAAT &
1. THT (Scanning):
* UIAPRY SHRdR Rt w9 9 ey & wEdl SR W s e R
©, difeh ferell ot Huferd e ol T Toh |
2. OrEH UgAMEAT (virus Detection):

* I T GERE S TR 6 o T RaeeR-3neiia #iR € dehieh
I ST HIA B |
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3. O™RH &l T (virus Removal):

* i HIT GERE AN HICOER A fofdl STar €, O GlarRY 39 ged ol
FARSTE B ! UfhAT IE T |

4. TIeT-2T3H GIRT (Real-time Protection):

* g WHEPR TAR HUR W R Wl ¢ IR diery nfafafe & qia
T I |

5. fa%ew 3UEe (System Updates):
* GOERY SRdTX % GHI-9HT T 39S A Sd1 7, difh I8 e

IPRE W PR ® TH

AR WIREaaT ol SUAT &l &Y
1.  TRIAYN (Installation):

* HaY Ued, UARY SRR il SRAe 3iR R w|

*  3ICEWN - Norton, McAfee, Avast, Kaspersky 37f< |
2. UESAT THHAT (Initial Scanning):

. Sﬁéﬁﬁ%aﬁ, TIARRY WTedR i Teall IR HeR Sl T Th=HT FA

|

3. Traftra @ (Regular Scanning):

* QY T WER IS Thi-T T H diieh T8 i el W wh
HA R

4. TIA-213H UIEeW™ o] & (Enable Real-time Protection):
»  gifed W Rad-agg weeem gam ? aife diery nfifafel w ®a
HRATE HI ST T |
5. waan 3use (Keep Updated):
*  UIORRY QTR H SHY T 3TISS T@H H FIAT H |
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T ART QUEaIT & SUANT ol 3G (Diagram)

RIT-TBH UIicarT  Ugdldalr 3R gerr
I I
gfeser aifafdf &1 IhfAd wIse g
Crigcric)

4.3 HASRAT (vulnerabilities) T aU

A (vulnerabilities ) frdl e, Aeash, o1 Uferhs™ | o @@l gl € s
e el o1 RRThR o Wbl €1 A HHSRE! &= SRl ¥ 8 Hehdl 8, o9 %
TR 7, TR Hi-HTRM, 21 GR&T =il ol Sl | FHNREAT 1 qal ol 3R
3¢ GURAT foRdl ot e s 1 Heegel e 2

HUSET o TR
1. WA HASIAT (Software vulnerabilities):

*  HiredeTR ¥ o1 A1 hie H A e € S 3T e & oI, SRGRAEA T
Hehell | 3BT - SQL TSRM, shig-Trse fepfen (XSS) |

2. HAZdeh AT (Network vulnerabilities):

*  Jegeh g o HH AN SIGRRIT Hedeh Werhial Sl 2T AR T HROT 57
el € | ISRV - Gl dE-WHlE 2aeh, fom WrERdld & ede |

3. TIeas HHASIAT (Hardware vulnerabilities):

* PRI H FESIE, S 3 R Ty &1 g | SR - SRR
TR B |
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4, YN &eh (Human Factors):

*  AEG A A SN o GREW i TR | IS - HHSIR TS
I 39, AR s1ea 1 AR g

FHHSRET o TS

2T O HAgHe TeT B A B

fawew 3w g fRFew =1 Sead &1 39 B

foriiar JeoreT: TIEeR THC & FROT ST THaH |
fergara=itaar =t e1f+: Teet iR SuEiTRaialt o Ui fervamme @ %

FHAAT T 3G (Diagram)
FHAGNRAT (Vulnerabilities)
|
ATFeCdAT Acds RECEES
s it o
| | |
| SEE/ARAr | ger A-%E | HEUEd §HR
| (SQL, XSS) | e vRIET | w7
L ______T ___________________________
AT FRE
|
FAGR qrITS AT 37esh

4.4 T UFhATE (Security Procedures)

TR Wkt 37wt ofR 3urh o1 9 € o Rl Hiree = womett =t gRen g
H % oI AN e STr 21 3 vfkand R off Sifed @R 9 g A, 2T 6l
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TREM A, IR TSl IR GReT W Heg HA § | YRR WehA qehirehl
3R WeE ST SUE 1 HASH 8 Gt B

[T UfchATAT o U@ Tk

1.

2.

3.

4.

5.

6.

SUANTehdl WHTUTIUT (User Authentication):

* I R gHREd wt @ 6 shaot siiiRd SusimeRdiet 1 € faew
2 T TET W BT | SMHAR R IRl M SR IrFaE 1 9T R
EIcIR

TR 0T (Access Control):

+ g freifta a8 o fore SunTendt ol e S STHehR) = HEIEAT qoh 98
e 2 1 395 RBAC (Role-Based Access Control) 3R ACL (Access
Control List) fieT 21

22T Uf=hWTT (Data Encryption):

*  HAGII 2T < Ufeshte foRan T € ifer 39 foT Sl & 7 Uer ST 9k |
TE 22 I MY G w2l

TRRETer 3T Seaeh Qe (Firewall and Network Security):

*  HPERE & ST edifed ke wl Ak IR s wf qRE WH &
foTe femen e 2

ataa gLa qﬂ'&TUT (Regular Security Testing):

»  foReH # QReT & SieH % fou i T 9 gRem e (penetration
testing ) ¥R 3ifee fopu =i B |

[T STRechdl 3T yfgTereT (Security Awareness and Training):

* Uil s GREN el 3fR wfskIeli & SR o wiiferd feRen <mar @ aifen
9 Huifad i ¥ S 8 o |
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Wﬂmﬁw 3NE (Diagram)

{I_T&’ﬂ' afame (Security Procedures)

| |
3UIThc GHONAIOT  Tray fA2sor  Ser uiesheerd  BRRdler  fAafAd grem aderor
| | | | |
3YIRTRAT AT 3R RBAC / ACL Haca1efrer 3er secas OfereersT efEeaT
RIGER | Ufeshees &t 3R 3ifse
|
ELRIEICIT I )

4.5 TIea €T (Protected Data) AT 90

WG B (Protected Data) 98 <1 BT & 59 SFfehd W8, =, =1 &fd | 9=
& foru fafr=T TRen Ui 3R deheiiehl 1 YA Reh GRIe foRan ST 21 39 S
o Hag-Riel SR &1 Wbt €, SI9 3 afama e, e g, = fopedt e
o AEEIE SRR | 22 GRe Grfed & & foe St ol fafte e ek

UfshaST <R Uret ST BIal 2 |
T ST & U
1. AfeR T 22T (Personal Data):
* AW, Ydl, 30, i R 3T S SHfEd wewe A e |
2. fa<i= 22T (Financial Data):
* dh WAl STHHN, e e faeru, iR oFeT ot SiHhr) |
3. WeH €2l (Health Data):
*  fferc sfaem, M Repre, iR Tareey dadl SR |
4. HIURE BT (Corporate Data):
* R AN, g e, iR e sEEs |
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ST I G & U
1. T U~hw (Data Encryption):
*  Goesliel 1 i TR foRa STl © ek Sfighd i 39 9 IS Heh |
2. T =0T (Access Control):
* I e T € R haer sifimd STanTeRdt € e d% T8 Wk |
3. 22T d%3T (Data Backup):
»  fafta 9 9 S H1 SHhs formn wiar € A g WH o fafa o 9

i femam ST ek |
4. ThERETEr 3T I Wikeasl (Firewall and Security Software):
*  eah IR fred @ Wen & o wREREe 3R UHaRRE WitedTR @
YT R ST 2

5. W‘ﬁﬁlﬂf (Security Policies):
* TSl H ST e W Gafd e sk ufskand @ng @ S €

T ST &l 3@ (Diagram)

BT 2T (Protected pata)

gTFdeTd el o ger FAELY STl
| | |
|
HORe 3er




TG T+ 31T ETeaaT (ELECTRONICS & HARDWARE)

4.6 TRTERATA o ST

HIERETE U GRET SUHIT & S Headh o FRam YHfvad s H Hecayul yftem
21 T 3Naifed Heash Stk i Ashdl T SR TREM el o MUR W S Tohed &l
fFrif Xar €1 FEREtE w1 ST R S O AT SuETehdt o Red @
Sl WAl o TG o fo1u fhar S |

TRTIET oh ST o AT

1. ﬁmw (Network Security):

*  RRA Hedeh T M-S arel ¢ftheh &l PR &ear © 3R sraifsd =1
Hfery TRt i Ushar 21

2. 2T &l G (Data Protection):
* YagRid Se1 Sl GEd W o [ 98 sreifed T i e 3 |

3. THAL &l Ugd (Intrusion Detection):
+  gg giery vfafafREl o weee S | Aee T ¢, e wEeR gHal @l

qdl T ST Tkl 2 |

4, W‘ﬂﬁﬁww (Enforcement of Security Policies):
* TS I GREM Al AR B H TS FRel €, 9 o i o Hard =
TiSiehieT STANT fohT ST Tehdl & |
5. TOifér 3fit AT (Reporting and Logging):

*  HERA Hedeh TAraREl Sl AR il 8, e Heds W g ol
T3 1 a1 o H Hee fierd 7|

TG o TehT

1. Sedeh WAl (Network Firewall):

* I U BEAR A WATR GHIHE B Wehdl € S Seds ot 1 FRife
AT B |



Class XII

2. BIEE-3MATRd wERdie (Host-based Firewall):

* g AT e W T R S @ SR T R R el W
T B

3. TWTHA WRRAA (Stateful Firewall):

*  Ig SR % W I I HIT § 3R RN i ok erER fofg o 2
4. Uehe ftheeftr wRRATA (Packet Filtering Firewall):

* g Heash Johed o 8EX I SN o SMER W STTANT AT iich el € |

TRIERATA T 3R (Diagram)

Wﬂ' 3T (Protected Data)

IfFdara ser O 3er TAELY 3T
| | |
|
$ARE 3T

HdeaAeliel ST T FIam mag—crsq'qﬁvml‘rqgir

4.7 TRTHI el Tied Uil WwiRRa el

TeAHE T Ted Wi HRERA Teh YR ol HERA @ S H2deh oftheh ol
UfeTh e TR R RIS S 7 | U8 wEErd faey ®9 9 uhiredis 3R uftershe
% o9 U AR & ®9 H FE HAT ¢ | I8 RN YA FA o o ufterhee e
TS 9 FIRET R B
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TIAehyT™ Tiael Ted Uit hIERateT shl TagToard
1. WAl (Proxying):

* g SYANTRAIST o S Sl Rl Rar € SR R 3= e Wek W AT
2, e SwmeRatsl #t ve= B w2

2. 22T ftheefar (Data Filtering):

* TERE UTehe 2 i TEUE W S il € 3R I Grfve i @
foh hael STHT T2 & Hedsh | WosT R 9o |

3. W‘ﬁﬁlﬁ' (Security Policies):
*  Ig AT A B AR Rl §, S R DA ¥ Oftcrhe = Yard srAf

e # |

4. THA i UgAI (Intrusion Detection):

*  dfery TffefREt s 9ar e 3R SHe sl Ak o foe T fyeey wffatesi
PR e 7

5. SH 3T 3Ttehia (Allow and Deny):
» g ol o1 € fF @ 9 SRl B Al & ST SR $iH W srdidd
fer S |
TARITT AdeT Ted ATHAT TBIRRAT o AT
1. 3o gIarm (High Security):
+ T ae W TEUE W ShT o R I8 ek TR WeH el ¢ |
2. mnwﬁﬁmwﬁw (User Identity Protection):
*  IUANTSRAl e i U X T@H H &THaT 3 a9 S 7

3. &Y AT ¢ftheh (Reduced Network Traffic):

* T TERAT hae STIHA ¢ftheh <l 3T SIgTdT &, T edeh W SHEva
e %Y Bl 2|
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4. 3~ F@féT (Advanced Reporting):
+ g gRen o Rfa % SR ¥ ferqga R e e B

H Public Network

Internet

Firewal

Dustbin

Secure Private Local Area Network
¢ = Specified Traffic Allowed

x = Restricted Unknown Traffic

AT Tl ST
. og fawmedts ugT
1. oMEEr TN T H&T IL9T T €2
A. HIA S H THIT
B. 2 3R feH # unauthorized THFE ¥ G W&l
C. hael WA TS HET
D. +edd o foRdR
2. USGTaTH WIREATR S UHE T o T 2
HIA THA A5
IPRY R I AT WHATR Sl Ted=l 3R g2
gwg &1 fd S|

IZTl bl HepfeId el

oS o w p
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TSI -era 31T ETEaaX (ELECTRONICS & HARDWARE)
3. wESIRAT (vulnerabilities ) T o=IT 31¢f ¢ 2
A. HER H <A H A B. TR&N & fog =ik fag
C. WIRaR IS &l SagTehdl D. fiae=d @ 4 e

4. gIam ufeRamd (Security Procedures) T &I T &7
A. T H ARG THRE 9 T=6

B. WUeoR H TUrERT Sl
C. hadl STEITR ol TG Tl
D.

HZah Sl A% Y ¥ T

5. QU 22T (Protected Data) ST Y& 0o 4T B2

A. Sdl hl ®|°|'>61‘-| (’I"il

B. S & MU 3R GRem G s
C. <21 ! | &

D. <=2 & fEalie &

B. eash ¢ftheh ol B A IR GREN W
C. WA TW=id &l
D. had "ede i T T
7. UREAFRIH Saet ed Uil ThIERaTer a1 Shidl € 2
A. hael S I G B B
B. Uiy WR W ke ol b war @
C. TSl I WSI §
D. “ead i T e €
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8. IS W W I WT IUT T G & ToIT ey Heeerqui 22
A. @ diveaR smee B. dhael THEE 1 S
C. o ol faer D. ®EPRER Hl JIUS HEAT
9. T UTHATSN I YT SRl TehaT ST =mie 2
A. e HURe i % fag
B. < 3R Rmed @i guan ghfed i & o
C. had HHAIRAN & fFRE & fore
D. “eds & T T & o
10. USTGTERE WIUEATR & It B 9 U T i SNavaw & 2
A. fa=wm =i vf Teq & fau
B. U dGPRE 3R gH % Raeih el e & % fag
C. e TH 22 &l §2H & forg
D. TEPRR ® e HH F
. g ST 09T

1. S GReT 1 qA fagia 22

2. UIAPRY WTEd=R T IUER HT v § 2

3. HASNET (vulnerabilities ) T o 31 @2

4. I Ufshamd (Security Procedures) i W‘{Uf 22

5. TGS T 7 ?

>
<
>

L C R X R X 4

L)
)
L)
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ST SN S -

=

MM (Information Technology Infrastructure Library) Ush Ha9ss Hell
(Best Practice) I 2, fS/er ST= 3mEdt ¥an wsiw= (IT Service Management ) o
fotu fopan ST 1 T8 @i WA i NS Wared i A G W WSt A, ek e
&l T 3R AR ST Bl A A | TG el €| SMEANETA hl IETT MES
Srnsil A1 7 o < % S e e &

311§2€|'3TI'52Q(_'T v3 &l U=

S,
L, e . %
©8 Transit®'

IMESAETA ol TG GEHOT (v3) 2007 H SR R 7o o 3 399 Yeet & Weehioll &l
o T S Hecayul YuR IR ST witet fRe T € | sEdensuet va o Harsh & Shad =
I TS & ¢ T S WSH F TR 2

5.1 3MEEIEUA ohi EAYAHAT (Requirement of ITIL)

3MEAMEEA (Information Technology Infrastructure Library) Teh 9SS Hell
I 2 S 3t ¥al waue (IT Service Management ) @ forq ferenfira femam e 21
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oS i fefrea g #, STl Treifitet e Sere w1 T eyl B a9 g
2, SEEMETS % IUA H STavIhar SR o e 5 T R

SMEETIEUA Tl SMAYHHAT oh TG THRUT
1. ‘Hﬁ'{?ﬁwﬁw (Improvement in Service Quality):
* IMEISTEUA UfshATd Tarel i UrEmn | gUR Rl €, e suanehatet
! SER W fierar 7

2. SUINTeRAl W™ (User Satisfaction):
* Hasl W Sed < ¥ WAfUd R 9 ITErTRdish 1 HAN §ed §, S
I <l Tl o fIU Heeayquf 2|
3. Wﬁﬂaﬂ (Performance Improvement):
* EASTETE % it WS TeA Y gerr IR WeiH W gUR il €|
4. @dl ® HHT (Cost Reduction):
* STEASTEUA T ITAN Hh WS WUTHH H e WaUd H Hehd ©,
ST @ o e 2
5. Tk uaed (Risk Management):
* IEAETETS WRRAd SiRaHr B YewH SR UeeH | Heg & §, e
TRET el ¢ |
6. HAGAYNTAT IR AAIATT (Sensitivity and Flexibility):

* STESISTEUS WS ol Sectdl YRR o STHR 19 st sl FHmisTd
A H & FSH AT ¢ |
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ATEETITEUA i TAVAHAT ol 3G (Diagram)

HEAIMSTA AT I HAT

(Requirement of ITIL)

| | | |
Al qUTEAT  3YAEThdT AT Yl H UR @i # v
| | | |
3T [uTaT Agdh 3eTHT dgdX G&fdr YER AT T

5.2 3TEEI3MIUA oh WEHIUT (versions of ITIL)

3MEARMETA (Information Technology Infrastructure Library) fafi= dwmon
o forshfid gem €1 Woish WUl B NS War wee (IT Service Management) &
forg =€ faferaf, Tereieh iR wfshamd wnftrer ot 7€ €1 SMESISTEUA 1 @ed WS i
3MEST Tarell hl Sgc¥ & H Weifdid e & |

MEETMETA o UHTE HEHIUT

1.

MST3METet v1 (ITIL v1):
* S f&RAT T 1980 % <9 |

+  fovien: deen e SMESISTETS WReRRuT, S JMES Wal WeHH W
ST o1 3H orud AiehAnd SR wefirhand snfire off |

AEETRTA v2 (ITIL v2):

* S femar T 2000 H

*  forgroar: sud fafr St weem ufshanaii ol 3iferes Taeedl o 92 qRied
fopam T | T8 " e & OR W & o fafsa e e

T3S v3 (ITIL v3):
* ST faRT T 2007 §
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*  fogroan: sud Wer Siieq =k (Service Lifecycle) W A shigd o
T 3 Ui =l | fawia fREn T Sen wrifa, dar fesga, g
T HUT, Yl HTeH, 3R dd Al gER |

4. 3MEETAREA 2011 (ITIL 2011):
* ST femaT WA 2011 |

»  fagioan: T AT v3 1 TEde ST €1 TEH F9 uiehAst #iR
aRarenstt o GUR R T SR 5 Hewqut e i Geifid fRa
5. 3IMEIrSMSUA 4 (ITIL 4):
» SRt feRam = 2019 #
»  Togtoar: emEdeEud 4 F Uar yeEE & WY-wy fefses uRadT (Digital

Transformation ) 3R 311 3NElf~1eh Yaftri W e Shfgd foran | 78 Agile,
DevOps, 3R Lean WeNail & e Gk €|

JTSETIMETA oh TEHIUTE AT 3NW (Diagram)

3SEIABUA  (ITIL)
|
| | |
ITIL vl ITIL v2 ITIL v3
(1980) (2000) (2007)
|
| |
ITIL 2011 ITIL 4
(2011) (2019)

5.3 3MMSIALTA Uk (ITIL Publications)

34@341'@?{ (Information Technology Infrastructure Library) ICIR I EINEI
% HEH @ 311’%'3[ @TJIT PELE (IT Service Management ) % f?ﬂl FAH gest S?R
TR WEM al 8 | 3 WehlI TS ol 19T SES Warst ol dgck & W Faferd
F 3R FEeHAT g § Heg A 7 |
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IMSETATETA ok THE TRl
1. IMEIIMSTA WSSy (ITIL Foundation):
* % YRR STESISTEUS & 0o fagii SR SaeRumstt i uRked < ¥ 1 9%
AL Tl FEET o &9 U YA B el o 7T Suer ¢ |
2. Qar WA (Service Strategy):

*  Ug YRIIE Wal WHEI o A 99F, TR e 3R g6 i o o
feenfEer vem a1 1 3HH el YeE o A giehivT i qHEE
™ &

3. Har fese (Service Design):

* Ug WepIH T Hanell o fEsmed, A SR HER o forg wfsRaist @ik

Teheileh] TR &A1 Shied il ¢ |
4. QAT HHATT (Service Transition):

*  Ug YRIIM A% U1 URafdd Harsli ol YWl @ ¥ Ided | o o foru
3ME9TF UFAG 3 IYHIOT YeT Il 2 |

5. Qar uTtAT (Service Operation):

* g YR Wl e B Harad wenst i Sdrar €, S S e, S
Yo 3N THEN YeEe IH ¢

6. Hdd WaTl UKR (Continual Service Improvement):

* g YIS SMES WISt o fFRAR GuR i ufshan o fow feenf=esT vem s
21 398 R & T OvEe SR qeh- it €1
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AT TITEUA URIYHT ol 3T (Diagram)

e
Support
Service Regulation -
-
5 ENI Dask Project Team
) J "1'
k- A
Call Handling Problem Diagnosis Sales Management PO
k F
Problem Escalation  Problem Categorization Training
[ [
Incident Management T Request Fulfillment
i
a E]
a—@
a i
s &
UserfCustomer User Group

5.4 3MEEIEUA oh T (Benefits of ITIL)

3MERMEUd (Information Technology Infrastructure Library) Ueh Iche @il
2 Sl 3MEdl Wal wau= (IT Service Management ) & foTT Haiad 9esii 3R dehmiiehi
<l TRIYT AT & | SHF ST o B AN €, S TS Bl IHI ST Fastt b
YER & W Wafed A § Heg A § | F SEASTET & $9 T oY fIU T €:

1. Qar &t RMES =} ga (Improvement in Service Quality):

SMESISETSA o IYANT F WIS hl 3= IO el Fard Y i | Heg et
© | TTehiehd WishaTd 3R deheiich Henat b fervagiaen 3R feeran =i serd © |
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2. SUANTRAT HdIT (User Satisfaction):

JMEAISMETS & TAgidl &1 9o o § Ueh &l MAIIharsll ol 9eck & §
U ST Fehell €, TS99 STATehal Tais o 9fs 8idl € | 519 Yard Fererd ¥ WeSH
1 Sl €, A ek 3k G B §

3. NTd ® &HT (Cost Reduction):

JMEIAETS UThaA3 o HrEAoET 9 e G YA Tl 9gal STAN T Fehd T,
T o1 Tarem @nTd | A e 1 uRkAnel i e B @ qH 3R
T S el 2

4, uasﬁ'—rﬁg%:rr{ (Performance Improvement):
AMEINSMETA & ITART ¥ WIS o Frfemar iR HewH H TR el 81 W
TfshaATE SR YS! S T T Wew 1 Hedich T SME Fe § |
5. SfEw usieq (Risk Management):
SMESISMET TS ohl FUIferd SIREH] st Tg= 3R Tae o foru sfere=res feem-
R Te el 1 3T WReN W of g Bl € @R Wi sfrer Wi o €|
6. THa¥ GuW (Continual Improvement):
I Tl 1 PR GoR & fu U =ar 81 s99 arsit & PR
odieh 3R GUR 1 wihan et 7, S gand g9 & qrer foskfad it et
gl
7. Ut @9 | WErIar (Assistance in Decision Making):
SMESIIMETA & 3iTid Hisha 3R S e ol Tel Fofd o o Wersar & ¢ |
ST o 99 Sfud ST Bl 7, 59 o S8t WHidE! faehfid o dehd Bl
8. T¥TRIOT 31} f&& (Training and Development):
SEIRMETSA TSI o HHAMAT hl ML Tl Yaiw o &3 T AR el o weg

FHA B | T 3% RV 3R T Bl qH T ST S FHI ¢ |
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Controlled Infrastructure

Services
Improved Decision

ITIL _)__Structure of
Beneﬁts Organization
Improved Service
Ability

Increased Customer
Satisfaction

5.5 3MEEIRUA v2 TATH AT v3 (ITIL v2 vs ITIL v3)
3413%311?@ (Information Technology Infrastructure Library) 99 & WA
ferenfr g3n 8, 3R 3eh fafdr Tehon = e Yar Weie (IT Service Management )
A HecIqul Sead fhU B | SMEAREU v2 3R v3 & Si9 & W SiaRl ol frefefaa
feigelt & meam o wHgmEn T 2

1. GEAT (Structure)

JMSETIMETA v2: MMM v2 | 8 ek IMHA of, <N qo&aa: Ml Tal
weu & fafr Teeslil W Sigd of | 38 9R w ent o s R e e
a1 @999 (Service Support ), Hal Y64+ (Service Delivery ), 3N ITIL
3 ¥l |

SATICIIMET v3: 3IMEIETA v3 H 9al Sited =k (Service Lifecycle) @l
YR R SR &2 T €1 39 Ui v =)o o et fomer e

1. 9em WHid (Service Strategy)
2. e fesrEq (Service Design)

3. 9l kAU (Service Transition )
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4. 9l G=red (Service Operation )
5.  9dd e JUR (Continual Service Improvement )

2. & higd &7 (Focus Areas)
MM v2: T ©Y T 3MES Wl Yeer Wishneii W e shgd feman o,
S siferenae wfsransti X it sl gRsiv foram T o)

IMISNSMETEA v3: SMEMETA v3 o Tl Sia ook hl IU URKAT ol FHSH W
e shied foran B, RS9 Sire i 3médl Warsti ot Aier, fesmes, s,
3R GoR R o |

3. UfshAT 3T AT (Processes and Implementation)
IMESTATIASA v2: WEhneit ol Treal iR sz o %o 9 off, (g o
YAt o fIT 38 1T Gf¥eher B Fehal o

SIS v3: SESISMETA v3  Wfshanaii ohl 3R 3Afereh Teeel 3R Sraeiiiehd]
& WY T Ha €1 T ukell ol wefhd Y ¥ < 3R 5% Uw g |
Geiftrd s ol el 2

4. SUANRATST Shi 3MAYHhHATT (User Needs)
JMSSTIMETE v2: STANTHAIST i AEaTharsl W ifereh e =i = w=r o
g T B9 W Uk iR S W S o

JMMEETIMETA v3: ISTANThAIST ! ATLIharel AR e bl eifirehar < T
21 T8 WEehi oh foIT I=1 T[Urar drell Hald He i W Shied 2|
5. WTeTOT 31 UHTOT (Training and Certification)

FMESIIETA v2: MEASMETA v2 o forw aideor sk v Hifta o

FMSSTIEUA v3: IMEAETA v3 o 3Nk WA 3R Hehishd TRIA0T 3R
THIU SHIEshHl sl USRS o ©, SO SHHEE) i sgal aies o Wiifae fean
ST Tehd B
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5.6 WaT (Service) o ELYRUMY

el (Service) ek WHl Tfafafer = s € S fRdl 31 Al o1 ST o oy o fo1u fmen
AT g1 e Wal wsrA (IT Service Management) W, TEehi ol STEIHhAIS i q
H & fo Yaneit o6 Fmfor 3R yeiem foran Siar € 1 Hand Jed: <f WK o B 7: S
e (Internal Customer) 3R 912 Wesw (External Customer ) | 1 a1 & TTLROMY
frAfafed

a’

3idaes UEeh (Internal Customer)

AR TMeh T AT a1 TUE eIl & S Rl e o ficR e el 2 3R

et STavTeRarsll s g0 #A & T Fam g S 2 | T ek e &

fafr=r foramii =1 i 9 Gefed & Hehd ® |

fergroamd:

1. G AR Uew THAR W IS & HH=a a1 S o e 2 ¢
3% WY HIY HIAT SRR Teh IR THfesh Bl 2 |

2. SSTEYUT - U IMES I 1 TS N RReH THYA el ol SUAT HR @
T A1 HHE GHYE fanT sl SHHR S ddq o SRR WIS Y 6T ¢ |

3. HEd: 3Mdies Ui H GausHe gard §ed & iae wrlamdr 3R
SAEYIerdl i SQIdl 7 |

Tedl UTeeh (External Customer)

A Ueswh 9% AR A TS Bidl 7 S R e A e S SUAN Al %,
feh 98 W SISl BT R BaTl Rl Uesh WIS o gRI YeHd i T
a3l & T FTar o Hevd € 3R 3ok 3TN o1 T3 &l B W §E1 99
B B |

5.7 3Tgel 9ar uee T (IT Service Management)
3T Wel yaed (IT Service Management a1 ITSM ) Ush UE! Wfshan ® fSieent Se99

ML WaTSl & Trel 3IR FIISA Weer &% HIeAH W @ i SavIehaisi bl T FLT
€| 7€ WehII3T, qeheitenl 3R HaH W3t o U T €, et w1ed angel anaii i
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TOTE, ST SR THTERACH S S €|

5.7.1 3Nt Qe Usiel (ITSM) T HEe
LS War WA (ITSM) &l Heed feferfaa figstt & <@ s wehdT 2
1. SATUTER TGUT: 3MES YA ARk @&l & T Wiad el 8, e
ool o o Tiee e €1

2. WAl UTAAT: A UhaNd e sl Toradr iR ferva=iaar 1 srerd
i

3. Tk Galy: 98k HaTd Ueeh G ol 92t ¢, S99 Weehi sl s91 @H
o Hee fierd 21

4. AN W SR THEE H SR SR URsl  Feerar 9 aRerem
AT 9 B 2|

5. SRaw Ueiere: Svifad SiRgHl o 989 3R Yau= § Tal § FadMi ol
& R ST Fehdl 2

6. TR gam: Fafid qoaie & Areom @ darsi # FRa gur 9y 21
572 Har # feqams

TaT ® fEduRE 9 fad o1 9g B § S R A ¥ wifad B § A e
el | TS B ¢ | T fqement | et €

1.  TTEe (Customers): Hal & ITAN A ol oA, ST HArSsTTen

SIS FEUl B |
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2. QAT ST (Service Providers): d €IS 91 SAferd S el Ye &id
i
3. &g (Managers ): Yar3ii sl Gerer 3 Wi i o arel 3t |

4. HEARt (Employees): Hal el o o0 h1H i a1t &, fS7eh! geran
st < TOTERT BT T e |

5.  3MYfcehal (Suppliers): STHH WAL AR AR e H dTel Sfer
A1 A |

6. WIERR (Partners): o HTS+ S ¥al Yerdl & He G4 3d ¢ |

7. Tramaes Gemd (Regulatory Bodies): WM& 3R fram freifd &
el G |

8. WYSM (Community): T THeH, S sTavashant & e o
TG HHTST e o R 7

3 RAURS] o UETH 3R I STATARAR Bl THIAT Heall Feie i Therdl
% foTu seawes 2 |

Internal Stakeholders
Owners, Managerial Non-managerial
shareholders employees employees
Suppliers / I ‘ \

—» Flows of goods
&> Influences

O-00

Govemment Cnmmunity] [Investors] [R&D] [Universities]

External Stakeholders
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5.8 THET Uaie (Problem Management)
HHEN yeeH (Problem Management ) 3Eel &l yaie (IT Service Management )

1 T Hecdqul feen B, forden ey smedl ansti & woenstt &t vg=, faveiuor, ek
AU 3 B | I8 WA S yaue (Incident Management) & 1€ 3T @ 3R
THESH % & HRUT H WISH R I% T FT T T B R Hod it B

T USE o & Ie99
1. EEsl o UgEE: 9al § 3 SR 9 UgEH Al 3R 3% Rehre |
2. Tl SR v FHEelt o W % Yot SR Sl Idl T SR freetoor e |
3, gHIE foehfid e THESH Sl B N o [T TR A foehiid |
4. T@ﬁwﬁamzwwsﬁaﬁmaﬂﬁwmméwﬁwﬁmﬁ
T &
5. CEAESTEROT: Wt EEEl iR Sk WHIEM! Sl SEAEAG AT difeh dfasy o
Hed o fog e 7|
AU WA ST
31, g fasmedtsr uga
1. ITIL &t 3ayaehdal o1 ¢ ?

A. @@ H HH B. Wl & T # R

C. AU Ufshansti &l Shed  D. SR eft
2.  ITIL % fore H%m0T &Rl 2007 | ST TeRaT T=Iw o ?
A. ITIL v1 B. ITIL v2

C. ITIL v3 D. ITIL 4
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3. ITIL SR § ShiF |1 UehI9T ol Teie & R Teasld Tl sl ol

AT B2
A. T WEI B. ¥ fesmea
C. Tal FhHur D. W o
4. ITIL % wrarass ¥ frafaias § @ o ey arar 22
A. I I UGS B GUR B. HIGHHS Scqehdl | Al
C. ek Har o D. @l % GHE
5. ITIL v2 3R ITIL v3 % St U 3idT oaT 2
A.  Yfshan =1 foraron B. fha o §E&A
C. W <M D. g 3R Tl

6. WaT W AU T T 37ef 22
A. IR A forror
B. e & SMATIHAI Sl QU A & fore et
C. =HaE™ &l fa&dr
D. | H &
7. IT Q& Use (ITSM) ST ST 3299 82

A. Hdd dEh TSR T HEAT

B. 3MES Yansl i IOl Sl Sl

C. <hacl WMEehi i RTRMEICT Sl THIEM Al
D

Fael N Rl FH B
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A, TR B RS A
B. UGN & T HRON 6l Tg= HAT
C. Hdl &R Hl Sl
D. WEH G o wH
9. ITIL % foriT TWahI0T W UTEeh wht STUENadl sl & W 7T T 22
A. ITIL v1 B. ITIL v2
C. ITIL v3 D. ITIL 4

10. ITIL & @i § € T &
A. TR T HH

B. wraH dfg
C. Tiedhi &l Fdrostehal | gfg
D. el # wt

q. oY AT U9
1. ITIL & Tavoehdl i He@qul € ?

2. ITIL & H&7 G0 i § &7
3. ITIL Wb | b9 & W@ S&arast el € 2
4. ITIL % S99 & W% 1 1 & 2

5. ITIL v2 3R ITIL v3 H 9 Y@ 3 87

*
*
*

0 0.0 00
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L)
)

e : 39 YTk W Yge Wit e fent guia: Sterfites Sqva & for &, et
ATk ST o fore =1@ |
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